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1. The Evolving Role of Software

Software is no longer just a program that performs calculations or automates simple tasks. It has evolved into the foundation of
modern business, communication, healthcare, education, banking, transportation, entertainment, and scientific research. Today,
software connects people, controls machines, manages data, supports artificial intelligence, and powers cloud computing. As
technology advances, software has become more intelligent, secure, scalable, and user-friendly. Organizations rely on software
for decision-making, productivity, and innovation. The evolving role of software reflects its increasing importance in solving
real-world problems, improving efficiency, enabling digital transformation, and supporting global connectivity across almost
every industry.

Detailed Notes
Introduction
Software is a collection of programs, procedures, documentation, and related data that instructs a computer to perform specific
tasks.
Earlier software was mainly used for:
e  Mathematical calculations
e Payroll processing
e Inventory management



Today software is used in:

e Mobile applications
Artificial Intelligence
Cloud Computing
Banking
Healthcare
Social Media
Online Shopping
Smart Homes
Robotics

Evolution of Software
First Generation (1950-1960)

e Machine language
e Assembly language

e  Scientific calculations
Second Generation (1960-1970)

e High-level languages
e  Business applications

e Batch processing
Third Generation (1970-1990)

e Operating systems
e  Database systems
e  Personal computers
Fourth Generation (1990-2010)
e Internet
e Web applications
e  E-commerce
Fifth Generation (2010-Present)
Artificial Intelligence
Machine Learning
loT
Cloud Computing
Big Data
Blockchain

Importance

Automates business processes
Improves communication
Supports education

Enables online banking
Controls industrial systems
Improves healthcare

Provides entertainment

Advantages

Fast processing
Accuracy

Reliability

Global connectivity
Better decision-making

Exam Points
e  Software drives digital transformation.
e  Software is present in every industry.



e Al and Cloud Computing are modern software applications.
2. Changing Nature of Software

The changing nature of software refers to the continuous evolution of software to meet new technological advancements, user
requirements, and business needs. Modern software is no longer limited to desktop applications but includes web applications,
mobile apps, cloud-based systems, artificial intelligence, embedded systems, and Internet of Things devices. Software must now
be scalable, secure, maintainable, and continuously updated to remain useful. Developers follow agile methodologies, frequent
releases, and continuous integration to improve software quality. The changing nature of software reflects increasing complexity,
connectivity, automation, and the demand for intelligent systems that adapt to rapidly changing environments.

Detailed Notes

Modern software has changed because of:
1. Web Applications

Examples:

e  Gmail
e  Amazon

e  Facebook
Features:

e Internet-based
e Accessible anywhere
e  Platform independent

2. Mobile Applications

Examples:
e WhatsApp
e  |nstagram
e Google Pay
Features:
e  Portable

e User-friendly
e  Real-time updates

3. Embedded Software
Software inside hardware.

Examples:
e Washing machines
e Cars
e Smart TVs
[ ]

Medical devices

4. Cloud Computing
Software runs on remote servers.
Advantages:

e No installation
e  Easy updates

e  |Low maintenance
Examples:

e  Google Drive
e Microsoft 365

5. Artificial Intelligence Software
Examples:

e  Chathots
e Voice assistants
e Recommendation systems

6. 10T Software



Controls smart devices.
Examples:
e  Smart bulbs
e Smart watches
e Smart homes

Characteristics

e  Dynamic
Distributed
Secure
Intelligent
Connected
Real-time

Challenges

e  Security
Privacy
Complexity
Maintenance
Frequent updates

3. Layered Technology

Layered technology is the fundamental concept of software engineering that organizes software development into multiple
interconnected layers. Each layer performs a specific function and supports the overall software development process. The four
major layers are Quality Focus, Process, Methods, and Tools. Quality focus ensures customer satisfaction, the process provides a
framework for development, methods define technical procedures for building software, and tools automate development
activities. These layers work together to improve software quality, productivity, maintainability, and efficiency. Layered
technology helps software engineers systematically plan, develop, test, and maintain software while following standardized
engineering principles and best practices.

Diagram
Quality Focus
1
Process
1
Methods
1
Tools
Layers
1. Quality Focus
Purpose:

e  Customer satisfaction

e Continuous improvement

Activities:
e  Reviews
e  Testing
e  Audits

2. Process Layer
Provides:

e Framework
e  Project management
e Development phases

Examples:
e Waterfall
o Agile

e  Spiral



3. Methods Layer
Technical activities.

Includes:
e Requirement analysis
e  Design
e Coding
e  Testing

4. Tools Layer
Supports automation.
Examples:
e Visual Studio
e  Eclipse
e Git
e Jenkins
Advantages

e  Better quality

Organized development

[ )
e  Easier maintenance
e Higher productivity

4. Process Framework

A process framework is a structured set of activities used to develop high-quality software systematically. It provides a common
framework for planning, designing, developing, testing, deploying, and maintaining software systems. The framework includes
communication, planning, modeling, construction, and deployment activities supported by umbrella activities such as project
management, quality assurance, risk management, configuration management, and documentation. A process framework ensures
consistency, improves software quality, reduces development risks, and enhances project control. It serves as the foundation for
different software process models such as Waterfall, Incremental, Spiral, Agile, and Unified Process, enabling successful

software development projects.

Framework Activities
1. Communication

e Requirement gathering

e Customer meetings

e Problem understanding

2. Planning
Includes:

e  Schedule

e  Budget

e Resources

e  Risk analysis

3. Modeling
e Software design
e  Architecture
e  Database design
e  UML diagrams

4, Construction
Includes:

e Coding
e Unit testing
e Integration testing

5. Deployment



e Delivery
e  Maintenance
e  Customer feedback

Umbrella Activities

e Project tracking
Quality assurance
Risk management
Configuration management
Measurement
Documentation

Advantages

Better planning
Reduced risks
Improved quality
Customer satisfaction

5. Process Models

Software Process Models define the sequence of activities followed during software development.

A. Waterfall Model

The Waterfall Model is a linear and sequential software development model in which each phase must be completed before
moving to the next phase. It follows a step-by-step approach, starting with requirement analysis and ending with maintenance.
Each stage has clearly defined objectives and deliverables. Since changes are difficult after completing a phase, it is best suited
for projects with stable and well-defined requirements. The Waterfall Model emphasizes documentation, planning, and
systematic development. Although simple and easy to manage, it is less flexible for projects where customer requirements
frequently change during the software development life cycle.

Phases
Requirement Analysis

1
System Design

1
Implementation

1
Testing

1
Deployment

!
Maintenance

Advantages
e Simple
e  Easy to understand
e Well documented
e  Easy management

Disadvantages
e No flexibility
e |ate testing
e  Difficult changes
e Customer involvement is low

Applications
e Banking systems
e  Government projects
e Embedded systems



B. Incremental Process Model

The Incremental Process Model develops software in small, functional parts called increments. Each increment adds new features
to the existing software until the complete system is finished. Every increment follows all software development phases,
including analysis, design, coding, and testing. Customers receive working software early and provide feedback that improves
future increments. This model reduces development risk, allows easier testing, and supports changing requirements. It is suitable
for large projects where core functionality can be delivered quickly and additional features can be implemented gradually without
waiting for the entire software system to be completed.

Diagram
Requirements
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!
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Final Product

Advantages
e  Early software delivery
e  Easy testing
e | ower risk
e Customer feedback

Disadvantages
e Needs good planning
e  Complex integration
e Architecture must be strong

Applications
e  ERP systems
e  Banking software
e  E-commerce websites

C. Evolutionary Process Models

Evolutionary Process Models are software development models that build software through repeated cycles of development and
refinement. Instead of delivering the complete system at once, software evolves based on customer feedback and changing
requirements. These models emphasize flexibility, continuous improvement, and risk reduction. Popular evolutionary models
include the Prototyping Model and the Spiral Model. Developers create initial versions, gather user feedback, improve the
software, and repeat the process until customer satisfaction is achieved. Evolutionary models are suitable for projects where
requirements are unclear or frequently change, allowing software to adapt to evolving business and user needs.

Types

1. Prototyping Model

Develop prototype — Get feedback — Improve — Final software
Advantages:

e  Better requirement understanding

e  Customer involvement
Disadvantages:

e  Frequent changes
e Higher cost

2. Spiral Model



Steps:

e  Planning

e Risk Analysis

e  Engineering

e  Customer Evaluation
Advantages:

e  Best for large projects

e Excellent risk management
Disadvantages:

e Expensive

e  Complex

D. Unified Process (UP)

The Unified Process (UP) is an iterative and incremental software development framework that focuses on use cases,
architecture, and risk management. Development is divided into multiple iterations, allowing software to be improved
continuously based on customer feedback. The Unified Process consists of four phases: Inception, Elaboration, Construction, and
Transition. It emphasizes object-oriented development, Unified Modeling Language (UML), continuous testing, and quality
improvement throughout the project. UP is flexible, supports changing requirements, reduces project risks, and delivers reliable
software in stages. It is widely used for developing large, complex, and enterprise-level software systems.

Phases

1. Inception
e Identify project scope
e  Business case

e Requirements
2. Elaboration

e  Risk analysis
e Architecture design
3. Construction

e Coding

e  Testing

e Implementation
4. Transition

e Deployment
e User training
e Maintenance

Advantages

Risk reduction
Customer feedback
Incremental delivery
Better quality

Disadvantages
e  Complex to manage
e Requires skilled developers
e More documentation

Comparison of Process Models

Model Best For Advantages Disadvantages
Waterfall Stable requirements Simple, well-documented Difficult to accommodate changes
Incremental Large projects Early delivery, flexible Integration can be complex

Evolutionary ~ Changing requirements Continuous improvement, user feedback Can increase cost and development time
Unified Process Large enterprise systems Risk management, iterative development Complex and documentation-intensive

1. Agile Software Development



Agile Software Development is an iterative and incremental approach to software development that focuses on delivering high-
quality software quickly while adapting to changing customer requirements. Instead of completing the entire project at once,
Agile divides development into small iterations called sprints, where each iteration produces a working version of the software.
Agile emphasizes customer collaboration, continuous feedback, teamwork, flexibility, and frequent delivery of functional
software. It encourages close communication between developers and customers to improve product quality and customer
satisfaction. Popular Agile methodologies include Scrum, Extreme Programming (XP), Kanban, Lean, and Crystal, which help
organizations respond efficiently to changing business needs.

Detailed Notes
Introduction
Agile Software Development is a software development methodology that emphasizes:

e Customer satisfaction

e Continuous delivery

e  Team collaboration

e Quick adaptation to changes

e Working software over extensive documentation
It was introduced through the Agile Manifesto (2001) by 17 software experts.

Agile Manifesto Values

The Agile Manifesto consists of four core values:
1. Individuals and interactions over processes and tools.
2. Working software over comprehensive documentation.
3. Customer collaboration over contract negotiation.
4. Responding to change over following a fixed plan.

Characteristics of Agile
e Incremental development
Iterative process
Continuous customer involvement
Fast delivery
Frequent testing
Self-organizing teams
Flexibility

Advantages

e High customer satisfaction
Early software delivery
Better quality
Easy to manage changes
Reduced project risk

Disadvantages
e  Difficult cost estimation
e Requires skilled developers
e Less documentation
e Frequent customer involvement required

2. Agility Principles

Agility principles are a set of guidelines that help software development teams deliver valuable software quickly while adapting
to changing customer needs. These principles promote customer satisfaction, continuous delivery, teamwork, simplicity,
technical excellence, and regular improvement. Agile teams work in short development cycles, frequently deliver working
software, and welcome changes even during late stages of development. Communication, collaboration, and customer feedback
are essential throughout the project. The agility principles encourage motivated individuals, face-to-face communication,
sustainable development, self-organizing teams, and continuous reflection to improve productivity, software quality, and
customer satisfaction throughout the software development life cycle.

Detailed Notes



The Agile Manifesto defines 12 Agility Principles.
1. Customer Satisfaction
Deliver valuable software early and continuously.

2. Welcome Changing Requirements
Changes can be accepted even in late development.

3. Frequent Delivery
Deliver working software every few weeks.

4. Collaboration
Developers and customers work together daily.

5. Motivated Individuals
Trust team members and provide support.

6. Face-to-Face Communication
Most effective communication method.

7. Working Software
Working software is the main measure of progress.

8. Sustainable Development
Maintain a constant development pace.

9. Technical Excellence
Good design improves agility.

10. Simplicity
Avoid unnecessary work.

11. Self-Organizing Teams
Teams decide how work should be completed.

12. Continuous Improvement
Regularly review and improve processes.

Advantages

Improved teamwork

Better customer satisfaction
Increased productivity
Higher software quality

3. Agile Methods

Agile methods are software development methodologies based on Agile principles that emphasize iterative development,
customer collaboration, flexibility, and continuous improvement. These methods divide projects into small iterations, allowing
developers to deliver functional software frequently while adapting to changing requirements. Agile methods encourage
teamwork, regular customer feedback, frequent testing, and continuous integration to improve software quality. Common Agile
methods include Scrum, Extreme Programming (XP), Kanban, Lean Software Development, Crystal, Dynamic Systems
Development Method (DSDM), and Feature-Driven Development (FDD). Each method follows Agile values while providing
different practices for planning, development, testing, and project management.

Detailed Notes
Popular Agile Methods
1. Scrum

e Sprint-based development
e Product backlog
e Daily meetings

2. Extreme Programming (XP)



e Pair programming
e Continuous testing
e Refactoring

3. Kanban
e  Visual task board
e Continuous workflow
o Work-In-Progress limits

4. Lean Development
e  Eliminate waste
e Improve quality
e  Faster delivery

5. Crystal
e Focus on communication
e  Team size based methodology

6. DSDM
e  Time-boxed development
e User involvement

7. Feature Driven Development (FDD)
e Develop software feature by feature.

Benefits
e Continuous improvement
e  Faster delivery
e  Better quality
e Customer involvement

4. Plan-Driven and Agile Development

Plan-driven development is a traditional software development approach where detailed planning, documentation, and predefined
processes are completed before implementation begins. Agile development, in contrast, focuses on flexibility, iterative
development, customer collaboration, and continuous delivery of working software. Plan-driven methods are suitable for projects
with stable requirements, while Agile is ideal for projects with changing requirements. Agile welcomes customer feedback
throughout development, whereas plan-driven approaches emphasize following an initial plan. Both approaches aim to produce
quality software, but they differ significantly in planning, documentation, customer involvement, risk handling, and adaptability
to changing business requirements.

Detailed Notes
Plan-Driven Development
Characteristics:

e  Fixed requirements

e  Detailed documentation
e  Sequential phases

e  Less customer interaction

Examples:
o  Waterfall
e V-Model

Agile Development
Characteristics:

e Flexible requirements
e Frequent releases

e Customer participation
e |terative development



Examples:

e Scrum

e XP

e Kanban
Comparison

Feature Plan-Driven Agile

Requirements Fixed Changeable
Customer Involvement Low High
Documentation Extensive Minimal
Delivery End of project Frequent
Flexibility Low High
Risk Higher Lower
Testing After development Continuous
Suitable For Stable projects Dynamic projects

Advantages of Agile over Plan-Driven
e  Faster response to changes
e Continuous customer feedback
e  Early software delivery
e Reduced project risk

5. Extreme Programming (XP)

Extreme Programming (XP) is an Agile software development methodology designed to improve software quality and quickly
respond to changing customer requirements. XP emphasizes frequent software releases, continuous testing, pair programming,
customer involvement, simple design, and continuous integration. Developers work closely with customers to understand
requirements and deliver small software increments. XP encourages coding standards, collective code ownership, refactoring, and
sustainable work practices to improve maintainability and reduce defects. The methodology focuses on communication,
simplicity, feedback, courage, and respect, making it suitable for projects where requirements frequently change and high-quality
software must be delivered rapidly.

Detailed Notes
Goals

e Improve software quality
e Reduce bugs

e  Faster delivery

e Customer satisfaction

XP Values
Communication
Simplicity
Feedback
Courage
Respect

aprwNE

XP Practices

Pair Programming

Two programmers work together.
One writes code.

One reviews.

Continuous Integration
Merge code frequently.

Refactoring
Improve code without changing functionality.



Test-Driven Development (TDD)
Write tests before coding.

Small Releases
Deliver software frequently.

Coding Standards
Follow common programming rules.

Collective Ownership
Anyone can modify any code.

Advantages
e High software quality
e Fewer defects
e Better teamwork
e  Easy maintenance

Disadvantages
e Requires experienced developers
e High customer involvement
e  Difficult for large distributed teams

6. Scrum

Scrum is an Agile project management framework used to develop software through short, fixed-length iterations called sprints,
usually lasting two to four weeks. Scrum promotes teamwork, transparency, continuous improvement, and customer feedback.
The Scrum team consists of the Product Owner, Scrum Master, and Development Team, who work together to deliver potentially
shippable software at the end of each sprint. Scrum includes events such as Sprint Planning, Daily Scrum, Sprint Review, and
Sprint Retrospective. It helps organizations manage complex projects by improving communication, reducing development risks,
increasing productivity, and delivering customer value through iterative software development.

Detailed Notes
Scrum Roles
Product Owner

e Defines product requirements
e  Prioritizes backlog

Scrum Master
e  Removes obstacles
e Guides Scrum process

Development Team
e Develops software
e Tests software

Scrum Artifacts
Product Backlog
List of all project requirements.

Sprint Backlog
Tasks selected for current sprint.

Increment
Working software after sprint completion.

Scrum Events
Sprint Planning
Plan sprint work.



Daily Scrum
15-minute daily meeting.

Sprint Review
Show completed work to customer.

Sprint Retrospective
Discuss improvements.

Scrum Workflow
Product Backlog

0
Sprint Planning

0
Sprint Backlog

L

Sprint (2-4 Weeks)
L

Working Software

L
Sprint Review

L
Sprint Retrospective

L
Next Sprint

Advantages
e Fast delivery
e  Better teamwork
e Customer satisfaction
e  Continuous improvement

Disadvantages
e Needs experienced team
e Frequent meetings
o  Difficult for very large teams

7. A Tool Set for the Agile Process

An Agile tool set is a collection of software tools that support Agile software development by helping teams plan, track, develop,
test, integrate, deploy, and collaborate efficiently. These tools improve communication, automate repetitive tasks, manage project
backlogs, monitor progress, and support continuous integration and continuous deployment (CI/CD). Agile tools enable
transparency, real-time reporting, version control, issue tracking, and team collaboration. Common Agile tools include Jira,
Trello, Azure DevOps, Git, Jenkins, GitHub, GitLab, Selenium, Docker, and Slack. They help Agile teams increase productivity,
improve software quality, and deliver projects on time.

Detailed Notes
Purpose of Agile Tools

e  Project planning
Team collaboration
Version control
Testing
Continuous integration
Deployment
Reporting

Common Agile Tools
1. Jira

e Sprint planning
e  Backlog management



e |[ssue tracking

2. Trello
e  Kanban boards
e  Task management

3. Git
e Version control
e  Code collaboration

4. GitHub / GitLab
e Source code hosting
e Pull requests
e Code review

5. Jenkins
e Continuous Integration (CI)
e Automated builds
e Automated testing

6. Selenium
e Automated software testing

7. Docker
e  Containerization
e  Consistent development environments

8. Slack / Microsoft Teams
e  Team communication
e File sharing
e Notifications

Advantages
e Improved collaboration
e  Faster development
e  Better project tracking
e Automated testing and deployment
e Increased productivity
Quick Revision Table
Topic
Agile Software
Development

Key Points

Iterative, incremental, customer-focused, continuous delivery

Augility Principles 12 principles emphasizing collaboration, flexibility, quality, and continuous improvement
Agile Methods Scrum, XP, Kanban, Lean, Crystal, DSDM, FDD
Plan-Driven vs Agile Fixed vs flexible requirements, heavy vs lightweight documentation, end delivery vs frequent releases

Extreme
Programming (XP)

Scrum

Pair programming, TDD, refactoring, continuous integration, small releases

Roles (Product Owner, Scrum Master, Development Team), artifacts (Product Backlog, Sprint Backlog,
Increment), events (Sprint Planning, Daily Scrum, Sprint Review, Retrospective)

Agile Tool Set Jira, Trello, Git, GitHub, GitLab, Jenkins, Selenium, Docker, Slack, Azure DevOps



UNIT II — Software Requirements
Engineering (Detailed Exam Notes)

1. Software Requirements Engineering

Software Requirements Engineering (SRE) is the systematic process of identifying, analyzing, documenting, validating, and
managing the requirements of a software system. It ensures that developers clearly understand what customers need before
software development begins. Requirements engineering acts as a bridge between stakeholders and developers by gathering user
needs, resolving conflicts, and defining system behavior. It includes activities such as requirement elicitation, analysis,
specification, validation, and management. A well-defined requirements engineering process reduces development risks,
minimizes errors, improves software quality, lowers project costs, and ensures that the final software satisfies customer
expectations and business objectives.

Detailed Notes
Introduction
Software Requirements Engineering (SRE) is the first and one of the most important phases of the Software Development
Life Cycle (SDLC).
It focuses on understanding:
e What the customer wants.
e What the system should do.

e What constraints the system must satisfy.
The output of this phase is the Software Requirements Specification (SRS) document.

Objectives of Requirements Engineering
e Understand customer needs.
Define software requirements clearly.
Reduce misunderstandings.
Improve software quality.
Reduce development cost.
Prevent project failure.

Importance
e  Prevents software defects.

e Helps accurate project planning.

e Improves customer satisfaction.

e Reduces maintenance costs.

e Ensures successful software development.
Advantages

e  Better communication.

Early error detection.

Reduced risks.

High-quality software.

Easier testing and maintenance.

2. Functional and Non-Functional Requirements

Software requirements are classified into functional and non-functional requirements. Functional requirements describe the
specific services, functions, or tasks that the software must perform, such as user login, report generation, or payment processing.
Non-functional requirements describe the quality attributes, constraints, and performance characteristics of the software,
including security, reliability, scalability, usability, availability, maintainability, and response time. Functional requirements
define what the system should do, while non-functional requirements define how well the system should perform those
functions. Both types are essential for developing reliable, efficient, secure, and user-friendly software systems.



A. Functional Requirements

Definition

Functional requirements describe what the software must do.
They define:

e Inputs

e  Outputs

e Processing

e Business rules
Examples

For an ATM System:

e User login
Cash withdrawal
Balance enquiry
Fund transfer
Mini statement
PIN change

Characteristics
e  Easy to verify
e Based on user needs
e Directly affect system functionality

Advantages
e Clear software behavior
e  Easier testing
e  Better implementation

B. Non-Functional Requirements

Definition
Non-functional requirements describe how the system should perform.
They define:
e Performance
e Security
e Reliability
e  Scalability
e Auvailability
Types
1. Performance
Example:

System response time should be less than 2 seconds.

2. Security
Example:
Password encryption.

3. Reliability
Example:
99.9% uptime.

4. Availability
System available 24x7.

5. Maintainability
Easy software updates.

6. Portability
Runs on Windows, Linux, Android.



7. Scalability

Support increasing users.

8. Usability

Easy-to-use interface.

Functional vs Non-Functional Requirements

Functional
What system does
Features
User actions
Login
Payment

Non-Functional
How system performs
Quality attributes
Performance constraints
Response time
Security

3. Software Requirements Document (SRS)

A Software Requirements Specification (SRS) document is a formal document that describes all functional and non-functional
requirements of a software system. It serves as an agreement between customers, developers, testers, and project managers by
clearly defining the software's objectives, features, interfaces, constraints, and performance requirements. The SRS document
provides a complete description of system behavior before development begins, reducing misunderstandings and project risks. It
acts as the foundation for software design, coding, testing, and maintenance. A well-written SRS improves communication,
ensures quality, and helps deliver software that meets customer expectations and business requirements.

Detailed Notes
Purpose

e Define complete requirements.
Guide software development.

L]
e Improve
L]

communication.

Reduce misunderstandings.

Contents of SRS
1. Introduction

e  Purpose
e  Scope

e  Definitions

2. Overall Description
e Product perspective
e User characteristics
e Assumptions

3. Functional Requirements

e  Features
e Inputs
e  Outputs

4. Non-Functional Requirements
e  Performance

e Security

e Reliability

5. External Interface Requirements
e User Interface
e  Hardware Interface
e  Software Interface



6. Constraints
e  Hardware limitations
e  Software limitations
e Legal requirements

Advantages
e  Clear documentation.
e  Better communication.
e  Easy maintenance.
e Accurate testing.

4. Requirements Specification

Requirements Specification is the process of documenting software requirements in a clear, complete, consistent, and
unambiguous manner. The resulting specification provides detailed descriptions of the system's functional requirements, non-
functional requirements, interfaces, constraints, assumptions, and business rules. It serves as a blueprint for software designers,
developers, testers, and stakeholders throughout the software development life cycle. A good requirements specification
improves communication, reduces misunderstandings, supports accurate project planning, simplifies testing, and ensures that the
final software system meets customer expectations. It is usually documented in the Software Requirements Specification (SRS)
document following standard formats.

Characteristics of Good Requirement Specification
A good requirement should be:

e Correct
Complete
Consistent
Clear
Feasible
Verifiable
Traceable
Unambiguous

Types
Natural Language
Easy to understand.

Structured Specification
Uses templates.

Graphical Specification
Uses UML diagrams.

Formal Specification
Uses mathematical notation.

Advantages
e  Easy implementation.
e  Better testing.
e Reduced ambiguity.

5. Requirements Engineering Process

The Requirements Engineering Process is a structured sequence of activities used to identify, analyze, document, validate, and
manage software requirements throughout the software development life cycle. It begins with understanding stakeholder needs,
followed by analyzing and organizing requirements, documenting them in the Software Requirements Specification (SRS),
validating them for correctness and completeness, and managing changes during development. This process ensures that software
requirements are accurate, consistent, feasible, and aligned with business goals. A well-defined requirements engineering process
minimizes project risks, improves software quality, supports effective communication, and increases customer satisfaction by
delivering software that meets user expectations.



Process Diagram

Feasibility Study
Requirem;nts Elicitation
Requirem;nts Analysis
Requirem;nts Specification
Requirem;nts Validation

!
Requirements Management

Stages
1. Feasibility Study
Check project feasibility.

2. Elicitation
Gather customer requirements.

3. Analysis
Study requirements.
Resolve conflicts.

4. Specification
Document requirements.

5. Validation
Verify correctness.

6. Management
Manage requirement changes.

6. Requirements Elicitation and Analysis

Requirements Elicitation and Analysis is the process of collecting, understanding, organizing, and evaluating stakeholder needs
for a software system. Elicitation involves interacting with customers, users, managers, and domain experts using techniques such
as interviews, questionnaires, workshops, brainstorming, observation, and prototyping to gather requirements. Analysis examines
the collected requirements to identify inconsistencies, conflicts, priorities, dependencies, and feasibility. It ensures that
requirements are complete, consistent, realistic, and aligned with business objectives before documentation. Effective elicitation
and analysis improve communication, reduce misunderstandings, prevent costly errors, and form the foundation for successful
software development and customer satisfaction.

Requirement Elicitation Techniques
1. Interview
Ask stakeholders directly.

2. Questionnaire
Collect information through forms.

3. Observation
Observe users while working.

4. Brainstorming
Group discussion.

5. Workshops
Customer and developers together.

6. Prototyping
Develop sample software.



Requirement Analysis Activities
e  Classification

e  Prioritization

e Conflict resolution

e  Feasibility analysis

e Requirement modeling
Advantages

e  Better understanding
e Improved communication
e Reduced project risks

7. Requirements Validation

Requirements Validation is the process of checking whether documented software requirements accurately represent stakeholder
needs and are complete, consistent, feasible, testable, and free from errors. It ensures that the right software is being developed
before design and implementation begin. Validation techniques include requirement reviews, inspections, walkthroughs,
prototyping, consistency checking, and test case generation. The goal is to identify missing, conflicting, ambiguous, or incorrect
requirements at an early stage, reducing development costs and preventing project failures. Effective requirements validation
improves software quality, minimizes rework, enhances customer satisfaction, and increases the likelihood of successful software
delivery.

Validation Checks
Requirements should be:

e Correct

e  Complete
e  Consistent
e Feasible

e  Testable

Validation Techniques
Reviews
Experts examine requirements.

Inspections
Formal review meetings.

Walkthroughs
Requirement presentation.

Prototyping
Validate through sample software.

Test Case Generation
Check if requirements can be tested.

Advantages
e  Early error detection.
e Reduced development cost.
e  Better software quality.

8. Requirements Management

Requirements Management is the process of documenting, organizing, tracking, controlling, and updating software requirements
throughout the software development life cycle. Since customer needs and business environments often change, requirements
management ensures that all modifications are evaluated, approved, documented, and communicated to stakeholders. It includes
change management, version control, requirement traceability, impact analysis, and status monitoring. Effective requirements
management helps maintain consistency between requirements, design, implementation, and testing while reducing project risks



and controlling costs. It ensures that software remains aligned with stakeholder expectations and business objectives even when
changes occur during development.

Objectives
e Control requirement changes.
e Maintain documentation.
e Track requirement status.
e Ensure consistency.

Activities
1. Change Management
Approve requirement changes.

2. Version Control
Maintain requirement versions.

3. Traceability
Track requirement from beginning to end.

4. Impact Analysis
Study effect of changes.

5. Status Tracking
Monitor implementation progress.

Advantages
e  Better change control.
e Improved project management.
e Reduced errors.
e  Easier maintenance.

Requirements Engineering Life Cycle
Stakeholder Needs

Requiremént Elicitation
Requiremént Analysis
Requiremént Specification (SRS)
Requiremént Validation
Requirem;nt Management

!
Software Development

Quick Revision Table

Topic Key Points
E(r)];t;/r\:zgerilsgequwements Process of gathering, analyzing, specifying, validating, and managing software requirements
Functional Requirements Define what the system should do (e.g., login, payment, report generation)

Non-Functional Requirements  Define how well the system performs (e.g., security, performance, reliability, usability)

SRS (Software Requirements ~ Formal document containing all functional and non-functional requirements, interfaces, and
Specification) constraints

Requirements Specification Writing clear, complete, consistent, and verifiable requirements
Iljfg]clgsl’:ments Engineering Feasibility — Elicitation — Analysis — Specification — Validation — Management
Requirements Elicitation & Techniques include interviews, questionnaires, observation, brainstorming, workshops, and

Analysis prototyping



Topic Key Points
Ensures requirements are correct, complete, consistent, feasible, and testable using reviews,
inspections, walkthroughs, prototypes, and test cases

Handles requirement changes through change management, version control, traceability, impact
analysis, and status tracking

Requirements Validation

Requirements Management

1. Risk Management

Risk Management in software engineering is the systematic process of identifying, analyzing, evaluating, prioritizing, and
controlling potential risks that may negatively affect a software project's cost, schedule, quality, or performance. A risk is any
uncertain event that may occur during software development and cause project failure or delays. Risk management helps project
managers anticipate problems before they happen and prepare suitable response plans. It involves activities such as risk
identification, risk analysis, risk prioritization, risk monitoring, and risk mitigation. Effective risk management reduces
uncertainty, improves project success, enhances software quality, minimizes financial losses, and ensures timely delivery of
software products.

Detailed Notes

Introduction

Software projects involve many uncertainties. These uncertainties are called risks.

A risk is a potential problem that may or may not occur during software development.

Example:
e  Budget shortage
e  Staff leaving
e  Technology failure
e Requirement changes
e Hardware failure

Objectives of Risk Management

e Identify risks early.
Reduce project uncertainty.
Improve project planning.
Minimize financial losses.
Deliver software on time.
Improve software quality.

Importance

e Prevents project failure.
Improves decision-making.
Reduces development cost.
Improves customer satisfaction.
Helps manage project schedule.

Risk Management Process

Risk Identification
|

Risk Analysis
|

Risk Prioritization
|

Risk Mitigation
|

Risk Monitoring

Advantages



Early problem detection.
Better planning.

Reduced project cost.
Increased project success.
Improved software quality.

2. Reactive vs Proactive Risk Strategies

Reactive and proactive risk strategies are two different approaches used to manage software project risks. A reactive strategy
responds to risks only after they occur by solving problems as they arise. It focuses on recovery rather than prevention and is
often called the "fire-fighting" approach. In contrast, a proactive strategy identifies potential risks before they occur, analyzes
their impact, and develops preventive plans to minimize or eliminate them. Proactive risk management reduces uncertainty,
improves project planning, lowers costs, and increases the likelihood of project success. Modern software engineering strongly
recommends proactive risk management over reactive approaches.

A. Reactive Risk Strategy

Definition

A Reactive Risk Strategy deals with risks after they occur.
It is also known as the Fire-Fighting Approach.

Characteristics

e No advance planning.

e Solve problems when they appear.

e  Emergency actions.

e Higher project cost.

e Delayed software delivery.
Example

A developer leaves the project unexpectedly.
The company hires a new developer after the problem occurs.

Advantages
e  Simple approach.
e Useful for small projects.
e Less planning required.

Disadvantages
e High project risk.
e Increased cost.
e Delays in development.
e Poor quality.

B. Proactive Risk Strategy

Definition

A Proactive Risk Strategy identifies risks before they happen.
Preventive measures are prepared in advance.

Characteristics

e  Early risk identification.

e Continuous monitoring.

e Preventive planning.

e Risk mitigation.

e  Better project control.
Example

If there is a possibility of a developer leaving, another developer is trained in advance.

Advantages



Reduces uncertainty.
Lower project cost.
Better planning.
High-quality software.

Disadvantages
e Requires experienced managers.
e More documentation.
e [nitial planning takes time.

Comparison
Reactive Strategy Proactive Strategy
Solves problems after occurrence Prevents problems before occurrence
Fire-fighting approach Prevention approach
Higher cost Lower cost
Less planning More planning
Higher risk Lower risk
Poor project control Better project control

3. Software Risks

Software risks are uncertain events or conditions that may negatively affect the successful completion of a software project.
These risks can influence project cost, schedule, quality, resources, customer satisfaction, or technical performance. Software
risks arise from changing requirements, technology limitations, poor project management, inadequate communication, lack of
skilled personnel, budget constraints, or external factors. ldentifying and managing software risks early helps organizations
reduce failures, improve planning, and increase project success. Software risks are commonly categorized into project risks,
technical risks, business risks, and operational risks, each requiring appropriate mitigation strategies and continuous monitoring

throughout development.

Types of Software Risks

1. Project Risks

Affect project schedule and budget.
Examples:

e  Staff shortage
e Budget problems
o Time delays

2. Technical Risks
Affect software quality.
Examples:

e New technology
e Design failure
e Integration problems

3. Business Risks
Affect company success.
Examples:

e Market competition
e Customer cancellation
e  Financial loss

4. Operational Risks
Occur during software operation.
Examples:

e Hardware failure

e Security attacks

e Power failure



Common Software Risks
Changing requirements
Poor communication

Lack of skilled developers
Technology changes

Poor estimation

Resource shortage
Customer dissatisfaction
Cybersecurity threats

Risk Components

Cost Risk
Schedule Risk
Performance Risk
Support Risk

4. Risk ldentification

Risk Identification is the first step in the risk management process, where potential risks that could affect a software project are
systematically recognized and documented. The objective is to identify all possible technical, project, business, organizational,
and external risks before they occur. Risk identification involves reviewing project documents, conducting brainstorming
sessions, interviewing stakeholders, using checklists, analyzing previous projects, and consulting experts. Early identification
enables project managers to prepare effective mitigation strategies and reduce uncertainty. A comprehensive list of identified
risks forms the basis for risk analysis, prioritization, monitoring, and control throughout the software development life cycle.

Detailed Notes
Purpose
Identify all possible risks before development begins.

Techniques
1. Brainstorming
Team discussion.

2. Checklists
Use previous project experiences.

3. Interviews
Talk with stakeholders.

4. SWOT Analysis
e  Strengths
e Weaknesses
e Opportunities
e  Threats

5. Expert Judgment
Consult experienced professionals.

Risk Categories

e  Technical

e  Project

e  Business

e Organizational

e  External
Output

A Risk Register containing:
e Risk name



Cause
Impact
Probability
Owner

5. Risk Projection (Risk Estimation)

Risk Projection, also called Risk Estimation, is the process of evaluating identified risks by estimating their probability of
occurrence, potential impact, severity, and overall priority. It helps project managers determine which risks require immediate
attention and which can be monitored. Risk projection involves analyzing the likelihood of each risk, estimating possible
financial or technical losses, and ranking risks according to their importance. The results support effective resource allocation and
mitigation planning. By understanding the probability and consequences of risks, software organizations can make informed
decisions, reduce uncertainty, and improve project planning and successful software delivery.

Detailed Notes
Objectives
Estimate:

e Probability

e  Impact

e Risk priority

Steps

Step 1

Estimate risk probability.
Example:

40%

Step 2

Estimate consequences.
Example:

Project delay of 2 months.

Step 3

Assign priority.
High

Medium

Low

Risk Exposure Formula

Risk Exposure (RE) = Probability x Loss
Example:

Probability = 0.3

Loss =%1,00,000

RE =330,000

Advantages
e Better planning.
e  Prioritization.
e  Efficient resource allocation.

6. Risk Refinement

Risk Refinement is the process of breaking down a broad or general software risk into smaller, more specific risks to understand
its causes, effects, and possible solutions. Instead of treating a risk as a single problem, refinement analyzes different contributing
factors such as technology, people, schedule, resources, and requirements. This detailed analysis helps project managers identify
appropriate mitigation strategies and assign responsibilities effectively. Risk refinement improves the accuracy of risk
assessment, supports better decision-making, reduces uncertainty, and enables organizations to prepare detailed response plans
that minimize the impact of potential risks on software development projects.

Detailed Notes
Purpose



Convert general risks into detailed risks.

Example
General Risk:
"Project Delay"

!
Detailed Risks
e  Requirement changes

e  Staff shortage

e Hardware failure

e  Budget issues

e  Testing delay
Benefits

e Better understanding.
e  Easier mitigation.
e  Accurate planning.

7. RMMM (Risk Mitigation, Monitoring, and Management)

RMMM stands for Risk Mitigation, Monitoring, and Management. It is a structured approach used in software engineering to
reduce the likelihood of risks, continuously observe identified risks, and take corrective actions when necessary. Risk Mitigation
involves planning actions to prevent or minimize risks. Risk Monitoring tracks identified risks throughout the project to detect
changes or warning signs. Risk Management implements contingency plans if risks occur despite mitigation efforts. RMMM
ensures that software projects remain under control by reducing uncertainty, improving decision-making, minimizing project
failures, and supporting the successful completion of software development within budget, schedule, and quality constraints.

A. Risk Mitigation

Prevent risk before it occurs.
Example:

Train backup developers.

B. Risk Monitoring
Track identified risks regularly.

Monitor:
e Schedule
e  Budget
e  Resources
e Quality

C. Risk Management

Take action if risk occurs.
Example:

Assign additional developers.

Advantages
e  Better control.
e  Early detection.
e Reduced losses.

8. RMMM Plan

An RMMM Plan (Risk Mitigation, Monitoring, and Management Plan) is a formal document that describes how software project
risks will be prevented, monitored, and managed throughout the project life cycle. It identifies potential risks, estimates their
probability and impact, specifies mitigation strategies, defines monitoring activities, assigns responsibilities, and outlines
contingency actions if risks occur. The RMMM plan serves as a practical guide for project managers and development teams to
control project uncertainties. A well-prepared RMMM plan improves communication, reduces project failures, supports informed
decision-making, and increases the likelihood of delivering high-quality software on time and within budget.

Contents of RMMM Plan



1. Risk Description
Identify risk.

2. Probability
Chance of occurrence.

3. Impact
Effect on project.

4. Mitigation Strategy
Preventive action.

5. Monitoring Strategy
Track risk.

6. Management Plan
Corrective action.

Example

Risk Probability Impact Mitigation
Staff resignation High Project delay Train backup staff
Budget shortage Medium  Development delay  Reserve emergency funds
Requirement changes High Increased cost Regular customer meetings
Hardware failure Low Temporary downtime Maintain backups

Risk Management Flow Diagram
Risk Identification

L
Risk Projection

L

Risk Refinement
L

Risk Mitigation
L

Risk Monitoring

\
Risk Management

\
Project Success

Advantages of Risk Management

e Reduces project failure.
Improves software quality.
Better cost control.
Timely project completion.
Improved customer satisfaction.
Better resource utilization.

Quick Revision Table
Topic Key Points

Risk Management Identifying, analyzing, prioritizing, mitigating, monitoring, and controlling project risks

Reactive Risk Strategy Responds after risks occur; fire-fighting approach
Proactive Risk Strategy ldentifies and prevents risks before they occur

Software Risks Project, Technical, Business, and Operational risks
Risk Identification Finding potential risks using brainstorming, interviews, checklists, SWOT, and expert judgment
Risk Projection Estimates probability, impact, and priority; Risk Exposure = Probability x Loss

Risk Refinement Breaks broad risks into specific, manageable risks



Topic Key Points
RMMM Risk Mitigation, Monitoring, and Management
RMMM Plan Documents risks, probability, impact, mitigation, monitoring, responsibilities, and contingency actions

Project Planning (Software Engineering)

1. Project Planning

Project Planning in software engineering is the systematic process of defining project objectives, estimating resources, scheduling
activities, assigning responsibilities, identifying risks, and preparing strategies to successfully develop and deliver software
within the specified time, budget, and quality requirements. It serves as a roadmap that guides the software development team
throughout the project life cycle. Effective project planning includes cost estimation, software pricing, scheduling, resource
allocation, risk management, and quality planning. Proper planning minimizes uncertainties, improves communication, enhances
productivity, controls project costs, and increases the likelihood of delivering high-quality software that satisfies customer and
business requirements.

Detailed Notes

Introduction

Project planning is one of the most important phases of Software Project Management.
It answers questions like:

What should be developed?
How much will it cost?

How long will it take?

Who will develop it?

What resources are required?

Objectives

e Complete project on time.
Complete project within budget.
Allocate resources efficiently.
Improve software quality.
Reduce project risks.

Activities in Project Planning
e Requirement analysis
Cost estimation
Resource planning
Project scheduling
Risk planning
Quality planning
Team assignment

Advantages

e  Better project control.
Reduced risks.
Improved communication.
Efficient resource utilization.
Customer satisfaction.

2. Software Pricing



Software Pricing is the process of determining the price that a customer must pay for developing, delivering, licensing, or
maintaining a software product or service. It considers factors such as development cost, project complexity, market competition,
customer requirements, risks, maintenance, expected profit, and business strategy. Software pricing is not based solely on
development expenses but also on the value delivered to customers and market demand. Proper pricing helps organizations
recover costs, achieve profitability, remain competitive, and satisfy customers while ensuring that software projects are
financially feasible and sustainable over their life cycle.

Detailed Notes
Factors Affecting Software Pricing
1. Development Cost

e  Employee salaries
e Hardware

e  Software tools

e Infrastructure

2. Market Competition
Competitor pricing influences software price.

3. Customer Budget
Affordable pricing increases customer satisfaction.

4. Project Complexity
Complex software costs more.

5. Risk Level
Higher project risk increases pricing.

6. Maintenance Cost
Support and updates increase price.

7. Delivery Time
Urgent projects cost more.

Software Pricing Strategies
Cost-Based Pricing
Price = Cost + Profit

Market-Based Pricing
Price depends on market demand.

Value-Based Pricing
Price depends on customer value.

Fixed Price Contract
Fixed payment.

Time and Material Contract
Customer pays according to time and resources used.

Advantages
e  Ensures profit.
e  Competitive pricing.
e  Better financial planning.

3. Plan-Driven Development

Plan-Driven Development is a traditional software development approach in which detailed planning, documentation, scheduling,
and requirement analysis are completed before implementation begins. The entire project follows a predefined sequence of
phases such as requirements, design, coding, testing, deployment, and maintenance. Changes during development are usually
limited because plans are prepared in advance. Plan-driven development is suitable for projects with stable and well-defined
requirements where extensive documentation, predictability, and strict project control are required. Common plan-driven models



include the Waterfall Model and VV-Model, which emphasize systematic development, quality assurance, and disciplined project
management.

Detailed Notes
Characteristics

e  Detailed planning.

Fixed requirements.
Extensive documentation.
Sequential development.
Strict project control.

Phases
Requirements

|
Planning

|
Design

|
Coding

1
Testing

1
Deployment

!
Maintenance

Advantages
e  Easy project management.
e  Better documentation.
e  Predictable schedule.
e  Suitable for large organizations.

Disadvantages
e  Difficult to change requirements.
e Slow delivery.
e Customer involvement is low.

Applications
e Government projects
e Banking software
o Defense systems
e Medical software

4. Project Scheduling

Project Scheduling is the process of organizing, sequencing, and assigning project tasks over a specific timeline to ensure the
successful completion of a software project within the planned deadline. It identifies project activities, estimates their duration,
allocates resources, defines dependencies, and monitors progress throughout development. A project schedule helps managers
track work, identify delays, optimize resource utilization, and maintain project control. Scheduling techniques such as Gantt
Charts, PERT (Program Evaluation and Review Technique), and CPM (Critical Path Method) are commonly used to plan and
monitor software projects. Effective scheduling improves productivity, coordination, and timely software delivery.

Detailed Notes
Objectives

e Complete project on time.
e  Allocate resources.

e Monitor progress.

e Avoid delays.



Steps
Step 1
Identify project tasks.

Step 2
Estimate task duration.

Step 3
Arrange task sequence.

Step 4
Assign resources.

Step 5
Monitor progress.

Scheduling Techniques
1. Gantt Chart

Shows project timeline.
Example

Task A
Task B
Task C

2. PERT Chart
Shows dependency between tasks.

3. Critical Path Method (CPM)
Finds longest path.
Any delay in critical path delays the project.

Advantages
e  Better planning.
e Resource optimization.
e Easy monitoring.
e Timely completion.

5. Agile Planning

Agile Planning is an iterative and flexible project planning approach used in Agile software development. Instead of preparing a
complete project plan at the beginning, Agile planning continuously updates plans based on customer feedback, changing
requirements, and project progress. Work is divided into small iterations called sprints, each delivering a working software
increment. Agile planning includes product vision, product backlog, release planning, sprint planning, daily planning, and sprint
reviews. This approach improves adaptability, customer collaboration, risk management, and software quality while enabling
teams to deliver valuable software quickly and efficiently throughout the project life cycle.

Detailed Notes
Characteristics

Flexible planning.
Continuous updates.
Customer involvement.
Frequent software releases.
Sprint-based development.

Agile Planning Levels
1. Product Vision
Overall project goal.

2. Product Roadmap
Major features.



3. Product Backlog
List of all requirements.

4. Release Planning
Plan software releases.

5. Sprint Planning
Plan current sprint.

6. Daily Planning
Daily Scrum meeting.

Agile Planning Cycle
Product Vision
ProductlBacklog
Sprint élanning
Sprint t274 Weeks)
WorkingLSoftware
Customei Feedback

i
Next Sprint

Advantages
e Quick delivery.
Flexible.

[ ]
e Better customer satisfaction.
e Reduced project risk.

Disadvantages
e Requires customer involvement.
e  Difficult cost estimation.
e Frequent planning.

6. Estimation Techniques

Estimation Techniques are methods used in software engineering to predict the effort, time, cost, resources, and size required to
complete a software project. Accurate estimation helps project managers prepare realistic budgets, schedules, and staffing plans
while reducing project risks. Estimation techniques may be based on expert judgment, historical project data, mathematical
models, or software size measurements such as Lines of Code (LOC) and Function Points (FP). Common estimation methods
include Expert Judgment, Delphi Technique, COCOMO (Constructive Cost Model), Wideband Delphi, Use Case Points, and
Agile Story Points. Effective estimation improves planning, productivity, and successful project completion.

Detailed Notes

Objectives

Estimate:
e Project size
e Cost
e Time
e Resources
e  Effort

Common Estimation Techniques
1. Expert Judgment
Experienced professionals estimate effort.



2. Delphi Technique
Experts independently estimate.
Results are discussed until agreement.

3. Wideband Delphi
Improved Delphi with group discussions.

4. LOC (Lines of Code)

Estimate based on number of code lines.
Example:

50,000 lines of code.

5. Function Point Analysis (FPA)
Estimate based on software functionality.

Measures:
e Inputs
e  Outputs
o  Files
e  Queries
e Interfaces

6. COCOMO Model
Constructive Cost Model.
Uses mathematical formulas.
Basic Formula:
Effort = a x (KLOC)"b
Where:
e  KLOC = Thousands of Lines of Code

e 3, b= Model constants
7. Story Points (Agile)
Estimate task complexity.
Used in Scrum.

Comparison of Estimation Techniques

Technique Based On Suitable For
Expert Judgment Experience Small projects
Delphi Expert opinions Medium projects
LOC Code size Traditional projects
Function Points  Functionality Business applications
COCOMO Mathematical model Large software projects
Story Points Complexity Agile projects
Advantages

e  Accurate budgeting.

e  Better scheduling.

e  Efficient resource planning.
e Reduced project risks.

Project Planning Process Diagram
Requirement Analysis
|
Cost Estimation
|
Software Pricing
|
Resource Planning
|



Project Scheduling

|
Risk Planning

|
Project Execution

|
Project Monitoring

|
Software Delivery

Advantages of Project Planning

e Improves project quality.
Controls project cost.
Reduces risks.
Efficient resource utilization.
Better communication.
Customer satisfaction.
Timely software delivery.

Comparison: Plan-Driven Development vs Agile Planning

Feature Plan-Driven Development Agile Planning
Planning Detailed at the beginning  Continuous and iterative
Requirements Fixed Can change
Customer Involvement Low High
Documentation Extensive Minimal but sufficient
Delivery At the end of the project ~ Frequent releases (Sprints)
Flexibility Low High
Suitable For Stable requirements Changing requirements
Examples Waterfall, V-Model Scrum, XP, Kanban

Quick Revision Table
Topic Key Points
Project Planning Defines objectives, estimates cost/resources, schedules work, manages risks, and guides the project

Determining software cost using development cost, competition, customer budget, maintenance, and

Software Pricing pricing strategies

Plan-Driven
Development

Project Scheduling Organizing tasks using Gantt Charts, PERT, and CPM to meet deadlines
Agile Planning Iterative planning using product backlog, sprint planning, daily planning, and continuous feedback
Estimation Techniques Expert Judgment, Delphi, Wideband Delphi, LOC, Function Points, COCOMO, and Story Points

Traditional approach with fixed requirements, detailed planning, and sequential phases (e.g., Waterfall)

UNIT III — Software Design (Software
Engineering)

1. Software Design



Software Design is the process of transforming software requirements into a detailed blueprint that guides developers during
implementation. It defines the system architecture, data structures, interfaces, components, and algorithms required to satisfy the
specified requirements. Software design bridges the gap between requirements analysis and coding by providing a structured plan
for building reliable, maintainable, scalable, and efficient software. A good design minimizes complexity, improves software
quality, simplifies testing and maintenance, and reduces development costs. Software design includes activities such as
architectural design, data design, interface design, component-level design, and deployment planning to ensure successful
software development.

Detailed Notes

Introduction

Software Design is the second major phase of the Software Development Life Cycle (SDLC) after requirements analysis.
It answers:

o How will the software work?

o How will different components interact?
o  How will data be stored?

e What architecture will be used?

Objectives
e Convert requirements into design.

e Improve software quality.

e Reduce coding complexity.

e Improve maintainability.

e Support future enhancements.
Advantages

e  Better system organization.
Easier coding.

Reduced development time.
Easier testing.

Improved maintenance.

2. Design Process and Design Quality

The Design Process is a systematic approach used to transform software requirements into a detailed technical solution. It
involves creating architectural, data, interface, and component designs that guide software implementation. Design Quality refers
to how well the software design satisfies functional and non-functional requirements while remaining understandable, efficient,
reliable, reusable, scalable, and maintainable. A high-quality design reduces complexity, minimizes errors, simplifies testing, and
supports future modifications. Good design follows software engineering principles such as abstraction, modularity, information
hiding, and low coupling with high cohesion, ensuring the development of robust and high-performance software systems.

Design Process
The design process consists of the following steps:
Requirements Analysis
!
Architectural Design
!
Data Design
!
Interface Design
!
Component Design

|
Coding

Design Quality Characteristics
A good design should be:

e  Correct
e  Complete
e  Efficient



Modular
Maintainable
Reusable
Scalable
Reliable
Flexible

Importance of Design Quality

e Reduces maintenance cost.
Improves software performance.
Easier debugging.
Better code quality.
Supports future upgrades.

3. Design Concepts

Design Concepts are the fundamental principles and techniques used to create high-quality software designs. They help
developers organize software into manageable modules, reduce complexity, improve readability, and enhance maintainability.
Important design concepts include abstraction, modularity, information hiding, architecture, refinement, patterns, functional
independence, cohesion, coupling, and refactoring. These concepts promote systematic software development by encouraging
reusable components, clear interfaces, and low dependency among modules. Applying design concepts results in software that is
easier to understand, modify, test, and maintain while ensuring high performance, reliability, scalability, and overall software
quality.

Important Design Concepts

1. Abstraction

Focus only on important details.

Hide unnecessary implementation details.

Example:

ATM Machine

Users only see operations like Withdraw or Deposit.

2. Modularity
Divide software into smaller modules.
Example:

e  Login Module

e Payment Module

e Report Module

3. Information Hiding

Hide internal implementation from users.
Example:

Private variables in Java.

4. Functional Independence
Each module performs one specific task.
Characteristics:

e High Cohesion

e Low Coupling

5. Refinement
Develop design step by step.
General Design

!
Detailed Design

6. Software Architecture
Overall structure of software.

7. Design Patterns



Reusable design solutions.

Examples:
e  Singleton
e  Factory
e Observer

8. Refactoring
Improve code without changing functionality.

4. Design Model

A Design Model is a collection of design representations that describe how a software system will be constructed. It provides
detailed information about software architecture, data structures, interfaces, components, and deployment before coding begins.
The design model acts as a blueprint for developers and testers, ensuring consistency and reducing implementation errors. It
includes architectural design, data design, interface design, component-level design, and deployment design. A well-prepared
design model improves communication among stakeholders, simplifies implementation, enhances software quality, supports
maintenance, and ensures that the developed software satisfies customer and business requirements.

Elements of Design Model
1. Data Design
Database structure.

2. Architectural Design
Overall system structure.

3. Interface Design
Interaction between users and software.

4. Component-Level Design
Detailed module design.

5. Deployment Design
Hardware deployment.

Diagram

Design Model
$ata Design
Architecture Design
Interface Design
Component Design
Deployment Design

5. Software Architecture

Software Architecture is the high-level structure of a software system that defines its components, relationships, interactions, and
overall organization. It provides a framework for designing complex software by specifying how different modules communicate
and work together to achieve system objectives. Software architecture focuses on performance, scalability, security,
maintainability, reliability, and reusability. Common architectural styles include Layered Architecture, Client-Server
Architecture, Microservices, Pipe-and-Filter, and Model-View-Controller (MVC). A well-designed software architecture reduces
development complexity, supports future expansion, improves system quality, and enables efficient software maintenance
throughout the software life cycle.

Objectives
e Improve scalability.
e Improve maintainability.
e Reduce complexity.
e Increase reliability.

Types
Layered Architecture



Presentation

!

Business Logic

|

Database

Client-Server
Client requests

!

Server processes

MVC Architecture
Model

View

Controller

Advantages
e  Easy maintenance.
e  Better scalability.
e Code reuse.
e High performance.

6. Data Design

Data Design is the process of defining the organization, storage, relationships, and structure of data used in a software system. It
transforms data requirements into logical and physical database designs that ensure efficient data storage, retrieval, security,
integrity, and consistency. Data design includes identifying entities, attributes, relationships, normalization, database schemas,
and file structures. A well-designed data model reduces redundancy, improves performance, supports scalability, and simplifies
maintenance. Data design plays a critical role in software quality because accurate data organization ensures reliable system
operation, efficient processing, and effective decision-making throughout the software life cycle.

Activities
e Database design.

e  Table creation.
e Relationships.
o Normalization.
e  [ndex creation.
Example
Student Table
e  Student_ID
e Name
e  Department
e  Email
Advantages

e  Fast data retrieval.
e Reduced redundancy.
e  Better security.

7. Architectural Design

Architectural Design is the process of defining the overall structure of a software system by identifying its major components,
their responsibilities, communication mechanisms, and interactions. It transforms system requirements into a high-level design
that serves as the foundation for detailed implementation. Architectural design focuses on system organization, scalability,
performance, security, maintainability, and reliability. It helps developers understand how different modules cooperate to achieve
system functionality. Common architectural styles include layered architecture, client-server, microservices, MVC, and service-
oriented architecture. Effective architectural design reduces complexity, improves software quality, and supports future
enhancements and maintenance.



Steps
e |dentify major modules.

e Define responsibilities.

e  Define communication.

e  Select architecture.

e Review design.
Benefits

e  Better scalability.
e  Easy maintenance.
e Reduced complexity.

8. Basic Structural Modeling

Basic Structural Modeling is the process of representing the static structure of a software system using UML (Unified Modeling
Language) diagrams. It illustrates the classes, objects, packages, components, and relationships that form the software
architecture. Structural modeling helps developers understand how software elements are organized and connected before
implementation begins. Common structural diagrams include Class Diagrams, Object Diagrams, Package Diagrams, Component
Diagrams, and Deployment Diagrams. These diagrams improve communication among developers, simplify software design,
support documentation, and ensure consistency throughout the software development life cycle while reducing design errors and
implementation complexity.

Structural UML Diagrams
e  Class Diagram

e Component Diagram

e Object Diagram

e  Package Diagram

e Deployment Diagram
Benefits

e  Better visualization.
e  Easier implementation.
e Improved documentation.

9. Class Diagram

A Class Diagram is a UML structural diagram that represents the static structure of a software system by showing classes,
attributes, methods, and relationships among classes. It helps developers understand how objects are organized and interact
within the system. Class diagrams support object-oriented design by illustrating inheritance, association, aggregation,
composition, and dependency relationships. They are widely used during software analysis and design to model system
architecture before coding begins. A well-designed class diagram improves software organization, communication,
maintainability, and code reuse while serving as an important blueprint for object-oriented software development.

Components
Class
Example:
Student

Attributes
e Roll No

Methods

Example

Name
Age

Login()
Register()
Display()



| Student |
R i i +
| RollNo |
| Name |
| Age |
R i i +
| Register () |
| Display() |
R it +

Relationships

e Association
Inheritance
Aggregation
Composition
Dependency

10. Sequence Diagram

A Sequence Diagram is a UML behavioral diagram that shows the sequence of interactions between objects over time to
accomplish a specific task or use case. It illustrates the order in which messages are exchanged among objects, emphasizing the
time sequence of operations. Sequence diagrams help developers understand system behavior, communication flow, and method
invocation during software execution. They are commonly used for analyzing business processes, designing object interactions,
validating requirements, and documenting dynamic behavior. Sequence diagrams improve communication, simplify debugging,
and ensure correct implementation of object-oriented software systems.

Components
e  Objects
e  Lifelines
e Messages
e Activation bars

Example
Customer — Login Page : Enter Login

Login Page — Database : Verify User
Database — Login Page : Success
Login Page — Customer : Welcome

Advantages
e Easy understanding.
e Shows execution order.
e Useful for testing.

11. Collaboration Diagram (Communication Diagram)

A Collaboration Diagram, also known as a Communication Diagram in UML, is a behavioral diagram that illustrates how objects
interact and communicate to perform a particular function. Unlike sequence diagrams, collaboration diagrams emphasize the
relationships among objects rather than the order of messages over time. They display objects, links, and numbered messages
exchanged during execution. Collaboration diagrams help developers understand object responsibilities, communication paths,
and system interactions. They are useful for designing object-oriented systems, improving communication among team members,
validating requirements, and documenting dynamic behavior during software development.

Components
e  Objects
e Links

e Messages



Example
Customer

1
Shopping Cart
1

Payment

1

Database

Advantages
e Shows object interaction.
e  Easy communication.
e  Better object understanding.

12. Use Case Diagram

A Use Case Diagram is a UML behavioral diagram that represents the interactions between users (actors) and a software system
to achieve specific goals. It identifies system functionality from the user's perspective by showing actors, use cases, and
relationships such as association, include, extend, and generalization. Use case diagrams help capture functional requirements,
improve communication between stakeholders and developers, and provide a high-level overview of system behavior. They are
commonly used during requirement analysis and system design to ensure that all user interactions and business functions are
properly identified before software implementation begins.

Components
Actor
Represents user.
Examples:
e  Student
e  Admin
e  Customer

Use Case

Represents system function.
Examples:

e Login
e  Register
e  Pay Fees

Example
Student

\

Login

\
Register Course

View Result

Advantages



e Understand user requirements.
e  Easy communication.
e  Better planning.

13. Component Diagram

A Component Diagram is a UML structural diagram that represents the physical organization and dependencies among software
components in a system. A component is a modular, replaceable, and reusable part of the software that provides specific
functionality through well-defined interfaces. Component diagrams show components, interfaces, dependencies, and
relationships, helping developers understand the system's physical architecture before implementation. They support modular
development, simplify maintenance, encourage code reuse, and improve deployment planning. Component diagrams are widely
used in large software systems to represent libraries, executables, databases, services, and other deployable software units.

Components
e  Software Components
e Interfaces
e Dependencies

Example
User Interface

1

Business Logic

1

Database Component

Advantages
e  Easy maintenance.
e Reusable components.
e  Better deployment planning.

Software Design Process Diagram
Requirements

1
Software Design

1
Data Design

1
Architecture Design

1
Interface Design

l
Component Design

!
Coding

l
Testing

Advantages of Good Software Design
Better maintainability.
Improved software quality.
Reduced development cost.
Easier testing.

Better scalability.

Code reusability.

Improved performance.
Easier debugging.



Comparison of UML Diagrams

Diagram Type Purpose
Class Diagram Structural Shows classes, attributes, methods, and relationships
Sequence Diagram Behavioral Shows message flow in time order
Collaboration Diagram Behavioral Shows object interactions and communication
Use Case Diagram Behavioral Captures user requirements and interactions
Component Diagram  Structural Shows software components and dependencies

Quick Revision Table

Topic Key Points
Software Design Converts requirements into a blueprint for implementation
Design Process & Architectural, data, interface, and component design; focuses on correctness, modularity,
Quality maintainability, and efficiency

Abstraction, Modularity, Information Hiding, Functional Independence, Refinement, Design Patterns,

Design Concepts Refactoring

Design Model Includes Data, Architecture, Interface, Component, and Deployment Design
Software Architecture  High-level structure (Layered, Client-Server, MVC, etc.)
Data Design Database structure, entities, relationships, normalization

Architectural Design ~ Defines components and their interactions

Basic Structural Static representation using UML structural diagrams

Modeling

Class Diagram Shows classes, attributes, methods, and relationships
Sequence Diagram Shows object interactions in time sequence

Collaboration Diagram Shows communication among objects

Use Case Diagram Shows actors and system functions from the user's perspective

Component Diagram  Shows physical software components and dependencies

Software testing

Introduction
Software testing is the process of checking whether software works correctly according to the specified requirements.
The main goal is to find errors (bugs) before the software is delivered to the customer.

Objectives of Testing

e Detect software defects.
Verify software functionality.
Improve software quality.
Ensure customer satisfaction.
Reduce maintenance costs.

Software Testing Life Cycle
Requirement Analysis
1
Test Planning
1
Test Case Design
1
Test Execution
1
Bug Reporting
1
Bug Fixing



1
Retesting

!
Test Closure

Advantages
e  Better software quality.
e Reduced development cost.
e Improved customer confidence.
e  Reliable software.

2. A Strategic Approach to Software Testing

A Strategic Approach to Software Testing is a planned and organized method of testing software throughout the software
development life cycle. Instead of testing only after coding is completed, testing activities begin early and continue through every
development phase. The strategy follows a hierarchical approach that includes unit testing, integration testing, validation testing,
and system testing. It emphasizes careful planning, test case preparation, defect tracking, automation where appropriate, and
continuous quality improvement. A strategic testing approach helps identify defects early, reduces project risks, improves
software reliability, minimizes costs, and ensures the successful delivery of high-quality software.

Detailed Notes
Principles
e  Begin testing early.
Plan testing carefully.
Test from small modules to the complete system.
Use automated tools when possible.
Record test results.

Testing Levels

Unit Testing
|

Integration Testing
|

Validation Testing

|
System Testing

Testing Pyramid
System Testing
A
Validation Testing
A
Integration Testing
A
Unit Testing

Advantages
e  Early error detection.
e Reduced cost.
e  Better software quality.
e  Easier maintenance.

3. Test Strategies for Conventional Software

Test Strategies for Conventional Software refer to the systematic sequence of testing activities used in traditional software
development models such as the Waterfall Model. These strategies involve testing software progressively from individual
program units to the complete integrated system. The process typically includes Unit Testing, Integration Testing, Validation
Testing, and System Testing. Each level focuses on identifying different categories of defects before moving to the next stage.
Conventional testing emphasizes structured planning, documentation, predefined test cases, and verification against requirements.
This approach improves software quality, ensures reliable system behavior, and minimizes the risk of failures after deployment.



Detailed Notes

Levels of Testing

1. Unit Testing

Tests individual modules.
Performed by developers.
Example:

Testing Login Module.

2. Integration Testing

Tests interaction between modules.
Example:

Login Module + Database Module.

3. Validation Testing
Checks customer requirements.

4. System Testing
Tests complete software.

Advantages
e Detects errors early.
e  Better software quality.
e  Easier debugging.

4. Black-Box Testing

Black-Box Testing is a software testing technique that evaluates the functionality of a software system without examining its
internal code, design, or implementation. Testers provide inputs, observe outputs, and verify whether the software behaves
according to the specified requirements. The internal working of the software remains unknown to the tester, making it similar to
testing a “black box.” Black-box testing focuses on validating functional requirements, user interfaces, input handling, output
correctness, and error handling. Common techniques include Equivalence Partitioning, Boundary Value Analysis, Decision Table
Testing, and State Transition Testing to identify functional defects effectively.

Detailed Notes
Characteristics
e No knowledge of source code.
e Tests functionality.
e User perspective.
e Requirement-based.

Techniques
Equivalence Partitioning
Divide input into valid and invalid groups.

Boundary Value Analysis
Test minimum and maximum values.

Decision Table Testing
Tests combinations of inputs.

State Transition Testing
Tests state changes.

Advantages
e Easy to perform.
e No programming knowledge required.
e Finds missing functions.

Disadvantages



e  Cannot detect internal code defects.
e  Limited code coverage.

5. White-Box Testing

White-Box Testing is a software testing technique in which the internal structure, logic, and source code of a software program
are examined during testing. Testers require programming knowledge to verify program flow, conditions, loops, branches, and
statements. The objective is to ensure that all possible execution paths are tested and that the software functions correctly
internally. White-box testing helps identify coding errors, security vulnerabilities, logical mistakes, and unreachable code.
Common techniques include Statement Coverage, Branch Coverage, Path Coverage, and Condition Coverage. It is usually
performed by developers during unit testing.

Detailed Notes
Characteristics

e Source code knowledge required.
e  Tests internal logic.
e Performed by developers.

Techniques
Statement Coverage
Execute every statement.

Branch Coverage
Execute every branch.

Path Coverage
Execute all possible paths.

Condition Coverage
Test every logical condition.

Advantages
e Complete code testing.
e Detects logical errors.
e Improves code quality.

Disadvantages
e Requires programming skills.
e  Time-consuming.

Black-Box vs White-Box Testing

Black-Box Testing White-Box Testing
Tests functionality Tests internal code
No code knowledge Code knowledge required
Performed by testers  Performed by developers
Requirement-based Logic-based
Finds functional defects Finds coding defects

6. Validation Testing

Validation Testing is the process of evaluating software to determine whether it satisfies customer requirements and intended use.
It verifies that the correct software has been developed by checking whether all functional and non-functional requirements are
fulfilled. Validation testing is usually performed after integration testing and before system testing. It includes activities such as
Acceptance Testing, Alpha Testing, and Beta Testing. The primary objective is to ensure customer satisfaction by confirming that
the software behaves as expected in real-world scenarios. Successful validation demonstrates that the developed software is ready
for deployment and operational use.

Detailed Notes
Objectives



e Verify customer requirements.
e  Validate software functionality.
e Increase customer satisfaction.

Types

Alpha Testing

Performed at the developer's site.
Performed by internal testers.

Beta Testing
Performed by actual users.
Conducted in the customer's environment.

Acceptance Testing
Customer verifies software.
Final approval before deployment.

Advantages
e Customer confidence.
e Better quality.
e Reduced failure after release.

7. System Testing

System Testing is the process of testing the complete and integrated software system to verify that it meets all specified
functional and non-functional requirements. It evaluates the behavior of the entire system in a production-like environment by
testing all modules together. System testing checks performance, security, reliability, usability, recovery, compatibility,
installation, and overall functionality before software release. It is usually performed after integration testing and before
acceptance testing. The objective is to identify defects that appear only when the entire system operates as a whole, ensuring
software readiness for deployment.

Detailed Notes
Objectives

e  Test complete software.
e Verify system performance.
e Ensure software quality.

Types of System Testing
Performance Testing
Measures speed.

Load Testing
Checks behavior under expected users.

Stress Testing
Tests beyond maximum capacity.

Recovery Testing
Checks recovery after failure.

Compatibility Security Testing
Checks vulnerabilities.

Testing
Tests on different devices and operating systems.

Installation Testing
Verifies installation process.

Advantages
e  Complete software verification.



e  Better customer confidence.
e Improved reliability.

8. The Art of Debugging

Debugging is the systematic process of identifying, analyzing, locating, and correcting defects or bugs in a software program
after they have been detected during testing or execution. The goal of debugging is to eliminate the root cause of errors and
ensure that the software functions correctly without introducing new defects. Debugging involves reproducing the problem,
tracing program execution, analyzing code, fixing the error, and retesting the software. Developers use debugging tools, log files,
breakpoints, and step-by-step execution to identify issues efficiently. Effective debugging improves software reliability,
maintainability, and overall software quality.

Detailed Notes
Steps in Debugging
Error Detected
!
Locate Error
!
Analyze Cause
!
Fix Error
!
Retest Software

1
Confirm Bug Fixed

Debugging Approaches
1. Brute Force Method
Use print statements and logs.

2. Backtracking
Trace program backward.

3. Cause Elimination
Eliminate possible causes one by one.

4. Program Slicing
Analyze only related code.

Debugging Tools
e  Eclipse Debugger
e  Visual Studio Debugger
e IntelliJ IDEA Debugger
e GDB (GNU Debugger)
Advantages
e  Removes software bugs.
e Improves software quality.
e Increases reliability.
e Simplifies maintenance.

Testing Process Diagram
Requirements
!
Test Planning
l
Unit Testing
l
Integration Testing
!
Validation Testing



1
System Testing

!
Debugging
!
Software Release

Comparison of Testing Levels

Testing Level Purpose Performed By
Unit Testing Test individual modules Developer
Integration Testing Test interaction between modules Developer/Tester
Validation Testing Verify customer requirements Tester/Customer
System Testing ~ Test complete software Testing Team

Comparison: Black-Box vs White-Box Testing

Feature Black-Box Testing White-Box Testing
Focus Functionality Internal code
Code Knowledge Not required Required
Performed By  Testers Developers
Testing Basis Requirements Program logic
Techniques Boundary Value Analysis, Equivalence Partitioning Statement, Branch, Path, Condition Coverage
Main Goal Validate behavior Verify implementation

Advantages of Software Testing

e Improves software quality.
Detects defects early.
Reduces maintenance cost.
Enhances customer satisfaction.
Ensures reliability.
Improves software security.

Quick Revision Table

Topic Key Points
Software Testing
Strategy
Strategic Approach  Hierarchical testing: Unit — Integration — Validation — System
Conventional Testing Structured testing used in traditional models (e.g., Waterfall)

Tests functionality without knowledge of internal code; techniques include Equivalence Partitioning and
Boundary Value Analysis

White-Box Testing ~ Tests internal code using Statement, Branch, Path, and Condition Coverage
Validation Testing Confirms software meets customer requirements; includes Alpha, Beta, and Acceptance Testing

Tests the fully integrated system; includes Performance, Load, Stress, Security, Recovery, Compatibility,
and Installation Testing

Finding, analyzing, fixing, and retesting software defects using methods like Brute Force, Backtracking,
Cause Elimination, and Program Slicing

Planned approach for testing objectives, techniques, resources, and schedules

Black-Box Testing

System Testing

Debugging

Product Metrics (Software Engineering)

1. Product Metrics



Product Metrics are quantitative measures used to evaluate the quality, size, complexity, performance, reliability, and
maintainability of a software product. They help software engineers assess whether the developed software meets the required
standards and customer expectations. Product metrics are collected throughout the software development life cycle, including
analysis, design, coding, testing, and maintenance. These metrics support decision-making, improve software quality, identify
defects, estimate development effort, and monitor project progress. Common product metrics include software quality metrics,
analysis model metrics, design model metrics, source code metrics, testing metrics, and maintenance metrics.

Detailed Notes

Introduction

Product Metrics measure the characteristics of the software product rather than the development process.
They help answer questions like:

Is the software reliable?

Is the software easy to maintain?
Is the design efficient?

Is the code complex?

Is testing sufficient?

Objectives
e Measure software quality.

e Improve software performance.

e Reduce software defects.

e  Support better maintenance.

e Improve customer satisfaction.
Advantages

e Improves software quality.

e Reduces maintenance cost.

e Detects problems early.

e Supports better decision-making.

Product Metrics Classification
Product Metrics

Software Quality Metrics
Analysis Model Metrics
Design Model Metrics
Source Code Metrics
Testing Metrics
Maintenance Metrics

2. Software Quality

Software Quality is the degree to which a software product satisfies specified requirements, user expectations, and quality
standards. High-quality software performs its intended functions correctly, efficiently, securely, and reliably while being easy to
use, maintain, and enhance. Software quality is evaluated using measurable attributes such as correctness, reliability, usability,
efficiency, maintainability, portability, integrity, and testability. Quality assurance activities, testing, reviews, and software
metrics help ensure that the software meets these quality characteristics. Delivering high-quality software improves customer
satisfaction, reduces maintenance costs, minimizes defects, and increases the overall success of software projects.

Software Quality Factors (McCall's Quality Factors)
1. Correctness
Software performs required functions correctly.

2. Reliability
Software operates without failure.

3. Efficiency
Uses minimum CPU, memory, and time.

4. Integrity



Protects against unauthorized access.

5. Usability
Easy to learn and use.

6. Maintainability
Easy to modify.

7. Flexibility
Easy to adapt.

8. Testability
Easy to test.

9. Portability
Runs on different platforms.

10. Reusability
Components can be reused.

11. Interoperability
Works with other systems.

Importance
e  Better customer satisfaction.
e Reduced defects.
e | ower maintenance cost.
e Higher reliability.

3. Metrics for Analysis Model

Analysis Model Metrics are measurements used to evaluate the completeness, correctness, consistency, and complexity of the
software requirements and analysis models before design begins. These metrics help identify missing requirements, ambiguous
specifications, excessive complexity, and potential development risks at an early stage. Common analysis model metrics include
the number of use cases, number of actors, functional requirements, non-functional requirements, classes, relationships, and data
objects. Measuring the analysis model improves requirement quality, enhances communication among stakeholders, reduces
development errors, and ensures that the software design is based on accurate and complete requirements.

Common Analysis Metrics
1. Number of Use Cases
Indicates system functionality.

2. Number of Actors
Shows user interaction.

3. Functional Requirements
Count of system functions.

4. Non-Functional Requirements
Count of quality requirements.

5. Number of Classes
Used in object-oriented analysis.

6. Relationships
Association between classes.

Advantages
e Better requirement quality.
e  Easier estimation.
e Reduced ambiguity.



e Improved planning.

Example
Online Shopping System

Actors = 4

Use Cases =12

Classes = 20

Functional Requirements = 35

4. Metrics for Design Model

Design Model Metrics are quantitative measures used to evaluate the quality, complexity, modularity, and maintainability of the
software design before implementation. These metrics assess architectural design, class design, component interactions, cohesion,
coupling, inheritance, and overall system organization. Design metrics help software engineers identify weak designs, reduce
complexity, improve modularity, and enhance software quality. Common design model metrics include the number of modules,
coupling between modules, cohesion within modules, depth of inheritance, fan-in, fan-out, and complexity measures. Effective
design metrics contribute to better software architecture, easier maintenance, and improved code quality.

Common Design Metrics
1. Number of Modules
More modules improve modularity.

2. Cohesion
Measures relationship within a module.
High Cohesion = Good Design

3. Coupling
Measures dependency between modules.
Low Coupling = Good Design

4. Fan-In
Number of modules calling one module.

5. Fan-Out
Number of modules called by one module.

6. Depth of Inheritance
Measures inheritance levels.

Advantages
e Better architecture.
e  Easier maintenance.
e Reduced complexity.

Good Design Characteristics
High Cohesion

Low Coupling

Simple Architecture
Reusable Components

5. Metrics for Source Code

Source Code Metrics are measurements used to evaluate the quality, complexity, size, readability, maintainability, and
reliability of the software source code. They help developers identify coding problems, estimate maintenance effort, improve
code quality, and ensure compliance with coding standards. Common source code metrics include Lines of Code (LOC),
Cyclomatic Complexity, Halstead Metrics, Comment Percentage, Code Duplication, and Defect Density. These metrics provide
objective information about code structure and quality, enabling developers to simplify complex code, improve maintainability,
reduce defects, and produce efficient, reliable, and high-quality software systems.

Common Source Code Metrics



1. Lines of Code (LOC)
Measures software size.
Example:

10,000 LOC

2. Cyclomatic Complexity
Measures logical complexity.
Formula:
V(G =E-N+2
Where:
e E = Number of edges
e N = Number of nodes

3. Halstead Metrics
Measures programming complexity.
Uses:

e Operators

e Operands

4. Comment Percentage
Measures documentation quality.

5. Defect Density
Formula:
Defect Density = Number of Defects / KLOC

6. Code Duplication
Measures repeated code.
Less duplication is better.

Advantages
e  Better code quality.
e  Easier debugging.
e Improved maintainability.

6. Metrics for Testing

Testing Metrics are quantitative measures used to evaluate the effectiveness, efficiency, progress, and quality of software testing
activities. They help software teams monitor test coverage, defect detection, test execution, and overall testing performance.
Testing metrics support better decision-making by identifying areas requiring additional testing and measuring software quality
before release. Common testing metrics include test case execution rate, defect density, defect removal efficiency, code coverage,
pass/fail percentage, mean time to detect defects, and test effectiveness. Effective testing metrics improve software reliability,
reduce risks, increase customer satisfaction, and ensure successful software delivery.

Common Testing Metrics

1. Test Coverage

Measures percentage of code tested.

Formula:

Coverage = Tested Code / Total Code x 100

2. Defect Density
Measures defects per KLOC.

3. Defect Removal Efficiency (DRE)
Formula:
DRE = Defects Removed / Total Defects x 100

4, Test Case Execution
Number of executed test cases.

5. Pass Percentage



Passed Tests / Total Tests x 100

6. Fail Percentage
Failed Tests / Total Tests x 100

Advantages
e  Better quality control.
e  Improved testing.
e  Early defect detection.

7. Metrics for Maintenance

Maintenance Metrics are quantitative measures used to evaluate the effort, cost, quality, and efficiency of software maintenance
activities after deployment. They help organizations monitor bug fixing, software updates, enhancements, performance
improvements, and maintenance productivity. Maintenance metrics provide valuable information about software reliability,
maintainability, response time, defect trends, and resource utilization. Common maintenance metrics include Mean Time to
Repair (MTTR), Mean Time Between Failures (MTBF), maintenance cost, defect arrival rate, change request rate, and
maintenance productivity. These metrics help improve software reliability, reduce maintenance costs, and support continuous
software improvement.

Common Maintenance Metrics

1. MTTR (Mean Time to Repair)

Average time required to repair software.

Formula:

MTTR = Total Repair Time / Number of Repairs

2. MTBF (Mean Time Between Failures)

Average operating time before failure.

Formula:

MTBF = Total Operating Time / Number of Failures

3. Maintenance Cost
Total maintenance expenditure.

4. Defect Arrival Rate
New defects reported per month.

5. Change Request Rate
Number of change requests received.

6. Maintenance Productivity
Resolved issues per developer.

Advantages
e  Better maintenance planning.
e Improved software reliability.
e Reduced maintenance cost.

Product Metrics Process Diagram
Requirements
!
Analysis Metrics
l
Design Metrics
l
Source Code Metrics
l
Testing Metrics
l
Maintenance Metrics
!



Software Quality Improvement

Advantages of Product Metrics

e Improves software quality.
Reduces software defects.
Better decision-making.
Easier maintenance.
Improves customer satisfaction.
Better project monitoring.
Supports quality assurance.

Comparison of Product Metrics

Metric Type Measures Example
Software Quality Overall quality Reliability, Maintainability
Analysis Metrics Requirement quality ~ Number of Use Cases
Design Metrics Design quality Coupling, Cohesion
Source Code Metrics Code quality LOC, Cyclomatic Complexity
Testing Metrics Testing effectiveness  Test Coverage, DRE

Maintenance Metrics Maintenance efficiency MTTR, MTBF

Important Formulas
Cyclomatic Complexity
V(G)=E-N+2

Defect Density
Defect Density = Number of Defects / KLOC

Test Coverage
Coverage = Tested Code / Total Code x 100

Defect Removal Efficiency (DRE)
DRE = Defects Removed / Total Defects x 100

Mean Time to Repair (MTTR)
MTTR = Total Repair Time / Number of Repairs

Mean Time Between Failures (MTBF)
MTBF = Total Operating Time / Number of Failures

Quick Revision Table

Topic Key Points
Quantitative measures
for evaluating software
quality, complexity, and
maintainability

Attributes such as
Correctness, Reliability,
Efficiency, Usability,
Maintainability,
Portability, Reusability,
Integrity, and Testability

Number of use cases,
Analysis Model Metrics actors, requirements,
classes, and relationships

Cohesion, Coupling,
Fan-In, Fan-Out,

Product Metrics

Software Quality

Design Model Metrics



Topic Key Points
Modules, Inheritance
Depth

LOC, Cyclomatic
Complexity, Halstead

Source Code Metrics Metrics, Comment
Percentage, Defect
Density

Testing Metrics

UNIT IV — Quality Management
(Software Engineering)

1. Quality Management

Quality Management in software engineering is the process of planning, controlling, assuring, and continuously
improving the quality of software products and development processes. It ensures that software meets customer
requirements, industry standards, and organizational quality objectives. Quality management includes activities such
as quality planning, quality assurance, quality control, software reviews, testing, process improvement, and defect
prevention. The primary goal is to deliver reliable, secure, maintainable, and efficient software with minimum
defects. Effective quality management improves customer satisfaction, reduces development and maintenance costs,
enhances productivity, and increases the overall success rate of software projects.

Detailed Notes

Introduction

Quality Management ensures that software is developed according to defined quality standards and customer
expectations.

It focuses on:

e Delivering defect-free software.

e Meeting user requirements.

e Improving development processes.

e Ensuring continuous quality improvement.

Objectives

e Produce high-quality software.
Reduce software defects.
Increase customer satisfaction.
Improve productivity.
Reduce maintenance costs.
Ensure compliance with standards.

Components of Quality Management
Quality Management

Quality Planning
Quality Assurance (SQA)
Quality Control
Continuous Improvement

Advantages
e High customer satisfaction.



Topic Key Points
Reduced project risk.
Better software reliability.
Lower maintenance cost.
Improved team productivity.

2. Quality Concepts

Quality Concepts are the fundamental principles that define what makes software a high-quality product. Software
quality means that the software satisfies customer requirements, performs its intended functions correctly, and
possesses desirable attributes such as reliability, usability, efficiency, maintainability, portability, and security.
Quality concepts emphasize defect prevention rather than defect correction and encourage continuous process
improvement throughout the software development life cycle. They involve meeting both functional and non-
functional requirements while following established standards and best practices. Understanding quality concepts
helps software engineers develop products that are dependable, efficient, user-friendly, and cost-effective.

Detailed Notes
What is Software Quality?
Software quality means:

Correct functionality.
Reliability.

Good performance.
Ease of use.

Security.
Maintainability.

Quality Principles
1. Customer Satisfaction
Software should satisfy customer needs.

2. Fitness for Use
Software should perform its intended purpose.

3. Defect Prevention
Prevent defects before they occur.

4. Continuous Improvement
Improve processes regularly.

5. Compliance with Standards
Follow IEEE, ISO, and organizational standards.

Software Quality Factors
Correctness
Produces correct results.

Reliability
Operates without failure.

Efficiency
Uses minimum resources.

Integrity
Protects data and information.

Usability
Easy to learn and operate.

Maintainability
Easy to modify and update.



Topic

Flexibility
Easy to adapt to changes.

Portability
Runs on multiple platforms.

Reusability
Components can be reused.

Testability
Easy to test.

Importance
e  Better customer confidence.
e Reduced defects.
e Improved product quality.
e Lower maintenance costs.

3. Software Quality Assurance (SQA)

Software Quality Assurance (SQA) is a planned and systematic set of activities that ensures software development
processes and products conform to specified requirements, standards, and procedures. SQA focuses on preventing
defects by monitoring development activities, conducting reviews, performing audits, enforcing coding standards,
and improving software processes throughout the software development life cycle. Unlike testing, which detects
defects, SQA aims to prevent them from occurring. Effective software quality assurance improves software
reliability, maintainability, customer satisfaction, and compliance with quality standards while reducing
development costs, project risks, and maintenance efforts through continuous process improvement.

Detailed Notes
Objectives
e  Prevent defects.

e Improve software quality.
e Ensure process compliance.
e Monitor development activities.
e Reduce project risk.
SQA Activities

1. Quality Planning
Prepare quality objectives.

2. Process Definition
Define development standards.

3. Reviews
Check documents and code.

4. Audits
Verify compliance with standards.

5. Testing Support
Monitor testing activities.

6. Defect Tracking
Record and analyze defects.

SQA Process
Quality Planning
!

Key Points



Topic
Process Definition

|
Software Development

!
Reviews & Audits

|
Testing

|
Quality Report

Advantages
e Prevents software defects.
e Improves process quality.
e  Better customer satisfaction.
e Reduced maintenance cost.

4. Software Reviews

Software Reviews are systematic examinations of software work products such as requirements, design documents,
source code, test cases, and user manuals to identify defects, inconsistencies, and improvement opportunities before
testing or deployment. Reviews involve developers, testers, managers, and domain experts working together to
evaluate software quality. Software reviews help detect errors early, improve communication, ensure compliance
with standards, and reduce development costs. Different types of reviews include informal reviews, walkthroughs,
technical reviews, inspections, and management reviews. Effective software reviews significantly improve software

quality, reliability, maintainability, and overall project success.

Detailed Notes
Purpose
e Detect defects early.
e Improve documentation.
e Improve software quality.
e  Ensure standard compliance.

Types of Reviews
1. Informal Review
Simple discussion.

2. Walkthrough
Author explains the work.

3. Technical Review
Experts examine technical correctness.

4. Inspection
Formal defect detection process.

5. Management Review
Managers evaluate project progress.

Advantages

Early defect detection.
Reduced testing effort.
Better documentation.
Improved communication.

5. Formal Technical Reviews (FTR)

Formal Technical Review (FTR) is a structured software quality assurance activity in which a team of technical
experts systematically examines software work products to identify defects, verify compliance with standards, and

Key Points



Topic Key Points
improve overall software quality. FTR focuses on technical correctness rather than management issues and is
conducted on documents such as requirements, designs, source code, and test plans. The review follows predefined
procedures with assigned roles such as moderator, author, reviewer, and recorder. Formal technical reviews help
detect defects early, reduce development costs, improve maintainability, and enhance communication among
software development team members.

Objectives
e  Find defects.
e Verify technical accuracy.
e Improve software quality.
e Ensure standard compliance.

Participants
Moderator
Conducts the review.

Author
Prepared the document.

Reviewers
Examine the work.

Recorder
Records defects.

FTR Process
Planning

1
Preparation

1
Review Meeting

1
Defect Recording

!
Correction

!
Follow-Up

Advantages
e  Early defect detection.
e Reduced maintenance cost.
e Improved software quality.
e  Better documentation.

6. Statistical Software Quality Assurance (SSQA)

Statistical Software Quality Assurance (SSQA) is a quality assurance approach that uses statistical methods and
software metrics to measure, analyze, and improve software quality. It involves collecting defect data, classifying
errors, calculating quality metrics, identifying trends, and using statistical techniques to determine the root causes of
defects. SSQA enables organizations to make data-driven decisions for process improvement and defect prevention.
Common statistical measures include defect density, defect frequency, reliability metrics, and failure rates.
Statistical quality assurance helps improve software quality, reduce defects, increase productivity, and support
continuous process improvement through quantitative analysis.

Detailed Notes
Objectives
e Measure software quality.
e Analyze defects.
e Improve development process.
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e  Reduce future errors.

Activities
Data Collection
Collect defect information.

Error Classification
Group similar defects.

Statistical Analysis
Analyze defect patterns.

Corrective Action
Improve development process.

Common Metrics

Defect Density

Defect Frequency

Error Rate

Failure Rate

Mean Time Between Failures (MTBF)

Advantages
e Data-driven decisions.
e Improved quality.
e  Better process improvement.
e Reduced defect rates.

Example

Suppose:

Total Defects = 40
Software Size = 20 KLOC
Defect Density

=40/20

=2 defects/KLOC

7. Software Reliability

Software Reliability is the probability that software will perform its intended functions correctly without failure
under specified operating conditions for a specified period of time. It measures the dependability and consistency of
software during execution. Reliability depends on factors such as defect density, fault tolerance, testing quality, and
operational environment. Reliable software produces accurate results, minimizes failures, and continues functioning
under expected conditions. Software reliability is evaluated using metrics such as Mean Time Between Failures
(MTBF), Mean Time To Repair (MTTR), and failure rate. High software reliability improves customer trust, system
availability, and overall software quality.

Detailed Notes
Characteristics

e  Failure-free operation.
e High availability.

e Correct results.

e  Stable performance.

Reliability Metrics

Mean Time Between Failures (MTBF)

Average operating time between failures.

Formula:

MTBF = Total Operating Time / Number of Failures

Key Points
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Mean Time To Repair (MTTR)

Average repair time.

Formula:

MTTR = Total Repair Time / Number of Repairs

Failure Rate

Number of failures per unit time.

Formula:

Failure Rate = Number of Failures / Operating Time

Factors Affecting Reliability

e Number of defects.
Code complexity.
Testing quality.
Development process.
Operating environment.

Improving Reliability
e  Better design.

e Thorough testing.

e Code reviews.

e  Fault tolerance.

e Defect prevention.
Advantages

e Increased customer confidence.
e  Reduced failures.

e Better system availability.

e L ower maintenance costs.

Quality Management Process Diagram
Requirements
|
Quality Planning
|
Software Quality Assurance
|
Software Reviews
|
Formal Technical Reviews
!
Testing
!
Statistical Quality Analysis
!
Reliable Software

Difference Between Quality Assurance and Quality Control

Quality Assurance (QA) Quality Control (QC)
Prevents defects Detects defects
Process-oriented Product-oriented

Performed during development Performed after development activities

Includes reviews and audits Includes testing and inspection
Improves development process Improves final product quality

Difference Between Software Review and Formal Technical Review

Key Points
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Topic
Formal Technical Review

May be formal or informal  Always formal and structured

Reviews any software artifact Focuses on technical correctness

Flexible process Follows predefined procedures

Can involve managers Involves technical experts

General quality improvement Early defect detection and technical validation

Important Formulas
Defect Density

Defect Density = Number of Defects / KLOC

Mean Time Between Failures (MTBF)
MTBF = Total Operating Time / Number of Failures

Mean Time To Repair (MTTR)

MTTR = Total Repair Time / Number of Repairs

Failure Rate

Failure Rate = Number of Failures / Operating Time

Advantages of Quality Management
e Produces high-quality software.

Prevents defects.

Quick Revision Table
Topic
Quality Management

Quality Concepts
Software Quality Assurance (SQA)
Software Reviews

Formal Technical Review (FTR)

Statistical Software Quality
Assurance (SSQA)

Software Reliability

Improves customer satisfaction.
Reduces maintenance cost.

Improves software reliability.
Better project management.
Supports continuous improvement.

Key Points
Planning, assurance, control, and continuous improvement of software quality
Correctness, Reliability, Efficiency, Usability, Maintainability, Integrity,
Portability, Reusability, Testability
Prevents defects through planning, standards, reviews, audits, and process
monitoring
Informal Review, Walkthrough, Technical Review, Inspection, Management
Review
Structured review with moderator, author, reviewers, and recorder to detect
defects early
Uses metrics and statistical analysis such as Defect Density and Failure Rate
to improve quality
Probability of failure-free operation; measured using MTBF, MTTR, and
Failure Rate

Key Points
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Release Management (Software enginering

1. Release Management

Release Management is the process of planning, scheduling, building, testing, deploying, and monitoring software
releases to ensure that new features, bug fixes, and updates are delivered to users in a controlled, reliable, and
efficient manner. It coordinates development, testing, operations, and business teams to minimize risks and maintain
software quality during deployment. Release management includes release planning, build management, testing,
deployment, risk assessment, rollback planning, and post-deployment monitoring. Effective release management
ensures timely software delivery, reduces deployment failures, improves customer satisfaction, and supports
continuous improvement throughout the software development life cycle.

Detailed Notes

Introduction

Release Management is the final stage of the Software Development Life Cycle (SDLC), where tested software is
prepared and delivered to users.

It ensures:

e Smooth deployment.

e  Minimum downtime.

e Reduced deployment risks.
e Customer satisfaction.

Objectives

e Deliver high-quality software.
Ensure successful deployment.
Reduce release failures.
Coordinate teams.
Improve customer experience.

Release Management Process
Requirements

1
Development

1
Testing

1
Release Planning

1
Build Creation

1
Deployment

!
Monitoring

l
Maintenance

Advantages

e Controlled software releases.
Reduced deployment errors.
Better coordination.
Improved software reliability.
Faster issue resolution.

2. Release Planning

Release Planning is the process of deciding what features, bug fixes, improvements, and enhancements will be
included in a software release, along with determining the release schedule, required resources, responsibilities, and

Key Points
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deployment strategy. It helps development teams prioritize work based on customer requirements, business goals,
technical feasibility, and project deadlines. Release planning ensures that software is delivered in manageable
increments while maintaining quality and minimizing risks. A well-prepared release plan improves communication
among stakeholders, supports effective resource allocation, reduces delays, and increases the likelihood of delivering
successful software releases.

Detailed Notes
Objectives

e Define release scope.
Prioritize features.
Allocate resources.
Schedule deployment.
Identify risks.

Steps in Release Planning
Step 1: Collect Requirements
Gather customer and business requirements.

Step 2: Prioritize Features
Select important features for the release.

Step 3: Estimate Time
Estimate effort and duration.

Step 4: Allocate Resources
Assign developers, testers, and tools.

Step 5: Prepare Release Schedule
Fix release date and milestones.

Step 6: Risk Assessment
Identify possible deployment risks.

Benefits
e  Better planning.
e Reduced delays.
e Improved communication.
e  Better customer satisfaction.

3. Development and Build Plans

Development and Build Plans define how software components will be developed, integrated, compiled, packaged,
and prepared for release. A development plan specifies tasks, schedules, responsibilities, coding standards, tools, and
milestones for software creation. A build plan describes the process of combining source code, libraries,
configuration files, and dependencies into an executable software package. Build plans often use automation tools to
ensure consistency, reduce human errors, and accelerate deployment. Effective development and build planning
improves software quality, simplifies integration, enhances collaboration, supports continuous integration, and
ensures reliable software releases.

Detailed Notes
Development Plan Includes

e Project schedule.
Team responsibilities.
Coding standards.
Milestones.
Resource allocation.

Build Plan Includes
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Source code compilation.
Dependency management.
Configuration files.
Packaging.
Build automation.

Build Process

Source Code
|

Compile
|

Link Libraries
|

Generate Executable
|

Package Software
|

Ready for Testing

Build Types
1. Manual Build
Performed manually by developers.

2. Automated Build
Performed using automation tools.

Examples:
e Jenkins
e Maven
e Gradle
e  GitHub Actions

Advantages
e Faster builds.
e Fewer build errors.
e  Better consistency.
e  Easy deployment.

4. Release Strategies

Release Strategies are planned approaches used to deliver software updates, new features, and bug fixes to users
while minimizing risks and service interruptions. Different release strategies determine how and when software is
deployed to production environments. Common strategies include Big Bang Release, Phased Release, Rolling
Release, Blue-Green Deployment, Canary Release, and Feature Toggle Release. Choosing the appropriate release
strategy depends on project size, business requirements, user impact, and system complexity. Effective release
strategies improve deployment reliability, reduce downtime, enhance user experience, and support continuous

software delivery.

Detailed Notes
Common Release Strategies
1. Big Bang Release
Entire software is released at once.
Advantages

e  Simple deployment.

e  Easy planning.
Disadvantages

e Highrisk.

e  Difficult rollback.

Key Points
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2. Phased Release
Software is released in stages.

Example:
e Regionl
e  Region2
e Region3

3. Rolling Release
Updates are continuously released.
Common in cloud applications.

4. Canary Release
Release to a small group of users first.
If successful — release to all users.

5. Blue-Green Deployment
Two production environments.

e  Blue — Current version.

e  Green — New version.
Switch traffic after successful testing.

6. Feature Toggle
Features remain hidden until activated.

Comparison

Strategy Risk Suitable For
Big Bang High Small systems
Phased Medium  Enterprise systems
Rolling Low Cloud software
Canary Very Low Large web applications
Blue-Green Low High-availability systems
Feature Toggle Low Agile development

5. Risk Management in Release Management

Risk Management in Release Management is the process of identifying, analyzing, evaluating, and controlling
risks that may affect the successful deployment of a software release. These risks may include technical failures,
deployment errors, security vulnerabilities, performance issues, compatibility problems, resource shortages, and user
acceptance challenges. Risk management involves preparing mitigation strategies, rollback plans, contingency
measures, and continuous monitoring to minimize the impact of potential problems. Effective risk management
reduces deployment failures, protects business operations, improves software reliability, and ensures smooth
software releases with minimal disruption to users and organizational activities.

Detailed Notes
Common Release Risks

Deployment failure.
Server crash.

Security issues.

Data loss.

Performance problems.
Rollback failure.
Compatibility issues.

Risk Management Process
Risk Identification
!

Key Points
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Risk Analysis

!
Risk Prioritization

|
Risk Mitigation
|
Monitoring

Risk Mitigation Strategies
Backup Data
Create backup before deployment.

Rollback Plan
Return to previous version if deployment fails.

Pilot Deployment
Deploy to limited users.

Automated Testing
Reduce deployment errors.

Monitoring
Monitor system continuously.

Advantages
e Reduced failures.
e  Better reliability.
e  Faster recovery.
e Improved customer confidence.

6. Post-Deployment Monitoring

Post-Deployment Monitoring is the process of continuously observing, measuring, and analyzing the performance,
availability, reliability, and behavior of software after it has been deployed to the production environment. It helps
identify defects, security issues, performance bottlenecks, and user experience problems that may not have appeared
during testing. Monitoring includes tracking system logs, application performance, error rates, resource utilization,
and customer feedback. Effective post-deployment monitoring enables rapid issue detection, faster incident
resolution, continuous improvement, and ensures that the deployed software operates efficiently while meeting user

expectations and business objectives.

Detailed Notes

Objectives
e Detect production issues.
e Monitor software performance.
e Improve customer satisfaction.
e Ensure system stability.

Monitoring Activities
1. Performance Monitoring
Monitor CPU, memory, and response time.

2. Error Monitoring
Detect software errors.

3. Security Monitoring
Identify security attacks.

4. Availability Monitoring
Ensure system uptime.

Key Points
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5. User Feedback Collection
Collect customer suggestions.

Monitoring Tools

e Nagios

e Prometheus

e  Grafana

e New Relic

e Datadog

e Splunk
Metrics

Response Time
Time required to respond.

Error Rate
Number of errors.

Uptime
Percentage of availability.

CPU Usage
Processor utilization.

Memory Usage
RAM consumption.

Advantages
e  Early issue detection.
e Improved reliability.
e  Better performance.
e Continuous improvement.

Release Management Life Cycle
Requirements
l
Release Planning
l
Development
l
Build Creation
!
Testing
1
Risk Assessment
1
Deployment
1
Post-Deployment Monitoring

!
Maintenance

Advantages of Release Management
e  Controlled software deployment.
e Reduced deployment failures.
e  Better coordination among teams.
e Improved software quality.

Key Points
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e  Faster issue resolution.
e  Better customer satisfaction.
e  Continuous delivery support.

Comparison of Release Strategies

Release Strategy Description Advantages Disadvantages

Big Bang Entire software released at once Simple High risk

Phased Release in stages Lower risk Slower deployment

Rolling Continuous updates Frequent improvements Continuous monitoring required
Canary Small user group first Very safe More planning needed
Blue-Green Two production environments  Minimal downtime Higher infrastructure cost
Feature Toggle  Features enabled when needed Flexible Additional code complexity

Quick Revision Table

Topic Key Points
Release Management Planning, building, testing, deploying, and monitoring software releases
Release Planning Defines scope, priorities, schedule, resources, and risks for a release
Development & Build Plans  Organize development tasks and automate building, packaging, and integration
Release Strategies Big Bang, Phased, Rolling, Canary, Blue-Green, and Feature Toggle deployments

Identifies, analyzes, mitigates, and monitors deployment risks using backups,

Risk Management rollback plans, pilot releases, and testing

Post-Deployment Tracks performance, errors, security, uptime, logs, and user
Monitoring feedback after deployment

Key Exam Points to Remember

Release Management ensures smooth and controlled software deployment.

Release Planning decides what will be released and when.

Build Plans define how software is compiled, packaged, and prepared for deployment.

Canary Release deploys to a small group of users first to reduce risk.

Blue-Green Deployment uses two identical production environments for near-zero downtime.
Post-Deployment Monitoring checks performance, reliability, security, and user experience after
release.

e ARollback Plan is essential to restore the previous stable version if a deployment fails.

Product Sustenance (Software Engineering)

1. Product Sustenance

Product Sustenance is the process of maintaining, improving, supporting, and managing a software product throughout its
operational life cycle after initial development and deployment. It ensures that the software continues to meet user needs,
business requirements, technological changes, and environmental conditions. Product sustenance activities include software
maintenance, updates, bug fixing, performance improvements, security enhancements, version upgrades, migration, and end-of-
life management. The main goal of product sustenance is to extend the useful life of software, maintain reliability, reduce



operational risks, and provide continuous value to customers. Effective product sustenance improves software quality, user
satisfaction, and long-term product success.

Detailed Notes

Introduction

Software development does not end after deployment. A software product requires continuous support and improvement to
remain useful.

Product sustenance includes:

e  Correcting errors.

Adding new features.
Improving performance.
Adapting to new environments.
Managing product retirement.

Product Life Cycle
Development

|
Deployment

!
Maintenance

|
Updates

|
Migration

|
End of Life

Objectives of Product Sustenance

e Maintain software functionality.
Improve performance.
Fix defects.
Support changing requirements.
Increase product lifetime.
Ensure customer satisfaction.

Advantages

e  Extends software life.
Reduces replacement cost.
Improves reliability.
Provides continuous improvements.
Supports changing technologies.

2. Software Maintenance

Software Maintenance is the process of modifying, correcting, adapting, and improving software after its delivery to users. It
includes activities performed to fix defects, improve performance, add new features, enhance security, and adapt software to
changes in hardware, operating systems, or business requirements. Software maintenance is an essential part of the software life
cycle because software must continuously evolve after deployment. Effective maintenance improves reliability, usability, and
efficiency while reducing operational problems. Maintenance activities are classified into corrective, adaptive, perfective, and
preventive maintenance. Proper software maintenance ensures long-term functionality and increases the useful life of software
systems.

Detailed Notes
Need for Software Maintenance
Software requires maintenance because:

e Requirements change.

e Bugs are discovered.

e Technology changes.

e Security threats increase.



e  Performance improvements are needed.

Types of Software Maintenance
1. Corrective Maintenance
Meaning:
Fixes errors and defects after software release.
Examples:
e  Fixing program bugs.
e  Correcting calculation errors.

2. Adaptive Maintenance
Meaning:
Changes software to work in a new environment.
Examples:
e Updating software for a new operating system.
e Supporting new hardware.

3. Perfective Maintenance
Meaning:
Improves software performance and adds enhancements.
Examples:
e Adding new features.
e Improving user interface.

4. Preventive Maintenance
Meaning:
Changes software to prevent future problems.
Examples:
e Code restructuring.
e Improving documentation.

Maintenance Process
Problem Identification
1
Change Request
1
Impact Analysis
!
Modification
!
Testing
!
Deployment

!
Monitoring

Advantages

e Increases software reliability.
Reduces failures.
Improves performance.
Extends software life.
Enhances customer satisfaction.

3. Software Updates

Software Updates are modifications or improvements released after software deployment to enhance functionality, security,
performance, compatibility, or user experience. Updates may include bug fixes, new features, security patches, performance
improvements, and compatibility changes. They help software remain effective in changing technological environments and
protect systems from vulnerabilities. Software updates can be delivered through automatic or manual installation methods
depending on the product design. Regular updates improve software reliability, user satisfaction, and security while extending the



operational life of the product. Effective update management ensures smooth installation, minimal disruption, and continuous
improvement of software systems.

Detailed Notes

Types of Software Updates
1. Bug Fix Updates

Fix errors in existing software.
Example:

Fixing application crashes.

2. Security Updates

Protect against vulnerabilities.
Example:

Installing security patches.

3. Feature Updates

Add new functionality.
Example:

Adding new payment methods.

4. Performance Updates

Improve speed and efficiency.
Example:

Reducing application loading time.

5. Compatibility Updates

Support new platforms.

Example:

Supporting a new operating system.

Update Process
Identify Need

!
Develop Update

!
Test Update

!
Release Update

!
Monitor Results

Update Strategies
Automatic Updates
Software updates automatically.
Advantages:
e Easy for users.
e  Faster security fixes.

Manual Updates
Users install updates manually.
Advantages:

e User control.

e Suitable for enterprise systems.

Advantages of Updates
e Improved security.
e  Better performance.
e New features.
e  Extended product life.

4. End of Life (EOL)



End of Life (EOL) is the stage in the software product life cycle when a software product is officially discontinued and no
longer receives regular support, updates, security patches, or maintenance from the developer or organization. EOL occurs when
software becomes outdated, is replaced by newer technology, or no longer meets business requirements. Before reaching EOL,
organizations usually provide migration plans, data backup options, and transition support to help users move to alternative
solutions. Proper end-of-life management reduces risks, protects data, ensures business continuity, and helps organizations
smoothly transition to newer software platforms.

Detailed Notes
Reasons for End of Life

e Old technology.

e High maintenance cost.
e  Low user demand.
e Auvailability of better alternatives.
e Security limitations.
EOL Stages

1. Announcement
Vendor announces product retirement.

2. Maintenance Period
Limited support is provided.

3. End of Support
No further updates or fixes.

4. Product Retirement
Software becomes obsolete.

Effects of EOL
For Users

e No security updates.
e Compatibility problems.
e Increased risks.

For Organizations
e Need migration.
e  Additional costs.
e Training requirements.

EOL Management Activities
Inform users.

Prepare migration plan.
Backup data.

Provide alternatives.
Archive documentation.

Advantages of Proper EOL Management
e Smooth transition.
e Reduced risk.
e  Better planning.
e  Data protection.

5. Migration Strategies

Migration Strategies are planned approaches used to move software applications, data, or systems from an existing environment
to a new platform, technology, or system. Migration may be required due to outdated technology, business changes, security
concerns, performance issues, or end-of-life conditions. A migration strategy defines the migration approach, timeline, resources,
testing methods, risk management plans, and rollback procedures. Common migration strategies include direct migration, phased



migration, parallel migration, pilot migration, and cloud migration. Effective migration planning minimizes disruption, protects
data, ensures system compatibility, and enables organizations to successfully adopt modern technologies.

Detailed Notes

Need for Migration

Old technology replacement.
Better performance.
Improved security.

Cost reduction.

Business expansion.

Types of Migration Strategies

1. Direct Migration (Big Bang)
Meaning:
Complete migration at once.
Process:
Old System — New System
Advantages:

e  Fast migration.

e Simple process.
Disadvantages:

e Highrisk.

e Difficult rollback.

2. Phased Migration
Meaning:
Migration is performed gradually.
Example:
Module 1 — Module 2 — Module 3
Advantages:

e Lower risk.

e  Easier management.
Disadvantages:

e Takes more time.

3. Parallel Migration
Meaning:
Old and new systems operate together.
Advantages:

e  Safe approach.

e  Easy comparison.
Disadvantages:

e Expensive.

e Requires additional resources.

4. Pilot Migration
Meaning:
New system is introduced to a small group first.
Advantages:
e Tests system before full migration.
e Reduces risk.

5. Cloud Migration
Meaning:
Moving software and data to cloud platforms.
Advantages:
e Scalability.
e  Cost efficiency.



e Accessibility.

Migration Process
Planning

|
Analysis

|
Data Backup

|
Migration

|
Testing

|
Deployment

|
Monitoring

Migration Risks

e Data loss.
System downtime.
Compatibility problems.
Security issues.
User resistance.

Risk Reduction Methods
Backup data.

Test migration.
Use rollback plans.
Train users.
Monitor system.

Comparison of Migration Strategies
Strategy Description

Direct Migration Move everything at once High

Phased Migration Move step-by-step

Parallel Migration Run old and new together Low

Pilot Migration ~ Test with small users

Cloud Migration Move to cloud platform  Medium

Product Sustenance Process Diagram
Software Release
0
Maintenance
0
Updates
0
Improvements
0
Migration Planning

l
End of Life

Advantages of Product Sustenance
e  Extends software lifetime.
Improves software quality.

Reduces replacement costs.
Supports technology changes.

Maintains customer satisfaction.

Suitable For
Small systems
Large systems
Critical systems
Large organizations
Modern applications



e Improves security.
e  Ensures business continuity.

Quick Revision Table

Topic Key Points
Product Sustenance  Continuous support, improvement, maintenance, updates, migration, and retirement of software products
Software Maintenance Corrective, Adaptive, Perfective, and Preventive changes after delivery
Software Updates Bug fixes, security patches, feature additions, performance improvements, and compatibility changes
End of Life Product retirement stage where official support and updates stop
Migration Strategies  Direct, Phased, Parallel, Pilot, and Cloud migration approaches

Key Exam Points to Remember
e Product Sustenance keeps software useful after deployment.
Maintenance fixes, adapts, improves, and prevents future problems.
Updates enhance security, performance, and functionality.
End of Life (EOL) means official product support is discontinued.
Migration moves software/data to a new environment.
Phased migration reduces risk by moving systems gradually.
Parallel migration provides maximum safety by running old and new systems together.



